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3. ITosicHIOBAJILHA 3aNIMCKA

Hucnunumina «3axuct iHpopMarii B iHGopMaIiifHO-KOMYHIKaIIHHUX CHCTEMAax» € OJHIEI0 i3 AUCIUILTIH (haxoBoi
MATOTOBKHY i 3aiiMae MPOBiTHE MiCIIe Y MiAroTOBII 3100yBadiB mepmoro (0akaraBpchbKOro) piBHS BUIIOT OCBITH, OYHOI (IEHHOT)
(manmi — nenHoi) gopmu 3100yTTS BUILOI OCBITH, SIKi HABYAIOTHCS 3a OCBITHBO-NpodeciiiHoo mporpamoro «KidepoOesneka ta
3aXHUCT iH(bopMaui'l'» B Mexax crenianbHocTi 125 «KibepOesneka Ta 3axuct iHGopmanii».

iHdopmarii.

Kopexeizumu: OIIIl.11 AnminictpyBanHs Ta 3axuct 6a3 i cxoBuin ganmx; OIII.12 TexHosorii BUsBICHHS
BpasnuBocteil Ta Bropraens; OII1.14 KommnekcHi cucremu 3axucty inpopmarii; OIII1.15 BupoOuuya npaktuka 1; OIII1.16
Bupo6auya mpaxtuka 2.

BinmoBimHO 10 OCBITHBOI IpOTrpaMu TUCIHUIDTIHA CIIPUSE 3a0e3NCUCHHIO:

komnemenmuocmeii: 1K 31aTHICTh PO3B’s3yBaTH CKJIAIHI CIEIMiali3oBaHI 3aJadi Ta MPaKTHYHI MPOOJIEMH y Tamys3i
3a0be3neueHHs iH(QoOpMariitHOi Oe3mekn i/abo KibepOesmekw, IO XapaKTepPH3YIOThCS KOMIUIEKCHICTIO Ta HETOBHOKO
BHU3HaueHiCTIO yMOB; 3K2 3HaHHSA Ta po3yMiHHS IpeAMeTHOI obmacti Ta po3yminns mnpodecii; 3K3 3matHicts mpodeciitHo
CIUJIKYBaTHCS IEP)KaBHOIO Ta IHO3EMHOI0 MOBaMH SIK YCHO, Tak 1 mucbMoB0; 3K4 BMiHHs BUSIBISTH, CTABUTH Ta BUPILIYBaTH
npoOiiemu 3a npodeciiiium cnpsimyBannaM; 3KS 3natHicTs 10 noiryky, o0pobneHHs Ta aHani3y indopmauii; ®K2 3narHicts
JI0 BUKOPHUCTaHHS iH(opManiiHO-KOMYHIKaliiHUX TEXHOJOT1H, Cy4acHUX METOIB 1 Moaenel iHdopmaniitHol 6e3nexku Ta/ado
kibep6esnexn; ®K3 3maTHICTE 0 BHUKOPUCTAHHS MPOTPAMHHAX Ta MPOTPAMHO-AaNapaTHUX KOMIUIEKCIB 3aco0iB 3aXUCTY
iHpopmanii B iHpOpMAaIiTHO-TeTeKOMYHIKaIi HHUX (aBTOMaTI/ISOBaHI/IX) cucremax; ®K5 3pmaTHicTe 3a0e3medyBaTH 3aXHCT
inQopmalii, mo 06podiseTbes B iHPOPMALIHHO-TEICKOMYHIKALIHHAX (aBTOMATH30BAHHX) CHCTEMaX 3 METOI0 pealisaiii
BCTAHOBJIEHOI MOJITHKH iH(popMauiitHoi Ta/abo K16ep6e3nel<1/1 ®K6 3naTHICTh BiJHOBIIOBATH INTATHE (I)yHKmOHyBaHH;[
iHpopMmaniiHuX, iH(POPMALHO-TEIEKOMYHIKaliHHUX (aBTOMAaTU30BaHMX) CHUCTEM ICis peanizauii 3arpos, 371HCHEeHH:
kibeparak, 3001B Ta BiIMOB pi3HUX KiaciB Ta mnoxomkeHHs; ®KI11 3paTHICTH BHKOHYBAaTH MOHITOPHHI IPOIIECIB
¢byHKIIOHYBaHHS 1HQOpMaUiHHUX, iHPOPMAIIHO-TEICKOMYHIKAliHHUX (AaBTOMATH30BaHWX) CHCTEM 3TiJIHO BCTaHOBJIEHOT
MOJIITUKY iH(pOpMaIiiiHOT Ta/abo KibepOe3neKH.
npozpamnux pesynvmamie naguannsa: I1PH1 3acrocoByBaTh 3HaHHS JAep>KaBHOI Ta 1HO3EMHHX MOB 3 METOIO
3abe3neueHHs eheKTUBHOCTI podeciiiHoi komyHikarii; [IPH3 BukopucToByBaTH pe3ynbTaTH caMOCTIHHOTO TOMIYKY, aHAIIZY
Ta cuHTE3y iH(opMarii 3 pi3HUX Kepeln Uil epeKTHBHOTO PIlICHHS CIIeIialli3oBaHuX 3a1ad npodeciitnoi mismbHOCTI; [IPH4
AmnanisyBaTH, apryMeHTyBaTH, IpUHMAaTH pillieHHsI P pO3B’A3aHHI CKIAJHHX CIIEIiali30BaHNX 33/1a4 Ta MPAKTHYHHX IPOOIIeM
y npocbeciﬁﬂiﬁ JUSUTBHOCTI, SIKI XapaKTepHU3yOThCS KOMILICKCHICTIO T4 HEIOBHOIO BU3HAYCHICTIO YMOB, BIIMOBIIATH 32 HpI/II?IHﬂTi
pimenns; IIPH6 Kpuruaso ocMucioBaTH OCHOBHI TEODIi, IPHHIUIIA, METO/M i TIOHSATTS y HABYaHHI Ta POGECIHHIN isUIbHOCTI;
ITPHI10 Bukonyatu aHaJi3 Ta JEKOMIIO3MIIII0 1H¢>opMau1HH0 -TesekoMyHikauiitnnx cucrem; [IPH11 BuxonyBatu anami3
3B’S3KIB MK I1HQOpPMAILIHHMMK MPOIECAMH Ha BifJaleHuX oOuMCIOBanbHHUX cHcTemax; [IPH13 AmamizyBaTH NpOEKTH
iHpOpMaLiHO-TEICKOMYHIKAIIIHHUX CHCTEM 0a3yIOYHCh Ha CTaHAAPTH30BAHUX TEXHOJOTISAX Ta MPOTOKOJNAX Nepeaadi JaHuX;
[IPH14 BupiuryBaTu 3aBiaHHS 3axHCTy IporpaM Ta iHdopmarii, mo o0poOseTsest B iHPOPMaiHHO-TeIeKOMYHIKAIIHHUX
cUcTeMax MporpaMHO-allapaTHUMM 3aco0aMu, Ta JaBaTH OLIHKY pe3yJbTaTHMBHOCTI SIKOCTI NMpuiHATHX pimens; [IPH15
BukopucroByBaTH Ccy4yacHe IIporpaMHoO-anapaTtHe 3a0e3rnedeHHs iHpOpMaliiHO-KOMYHIKaIifHUX TexHoiuorii; ITPH17
3abe3neuyBaTH MPOIECH 3aXUCTy Ta (YHKIIOHYBaHHS iH(POpPMAIIHO-TEIEKOMYHIKaliHHUX (aBTOMATH30BaHMX) CHUCTEM Ha
OCHOBI IIPAaKTHK, HABUYOK Ta 3HAHB, IIO/I0 CTPYKTYPHUX (CTPYKTYPHO-JIOTIYHHX ) CXEM, TOTIOJIOTii MEpeXi, CyJaCHUX apXiTeKTyp
Ta MOJIeNIell 3aXUCTy eNEeKTPOHHMX iH(POPMamiiHUX pecypciB 3 BiJOOpaXEHHSAM B3a€MO3B’S3KIB Ta iH(GOpPMAamiHHUX MOTOKIB,
IpoIieciB A BHYTPIIIHIX 1 Bimmanenux kommoHeHT; I[IPH19 3actocoByBaTu Teopii Ta MeToan 3axucTy i 3a0e3rnedeHHs
6e3mnexu iHpopmalii B iHpopmariitHo-TenekoMyHikaniiHux cucremax. [IPH22 BupinryBaru 3aadi yrnpaiiiHHS IPOLEypaMu
iz[eHTI/I(biKaui'l' aBTeHTH(]IKALlii, aBTOpH3aLli] POLECIB i KOPUCTYBAYIB B IHPOPMALIHHO-TEICKOMYHIKALIHHIX CHCTEMaX 3riIHO
BCTAHOBJICHOI TOJITHKK iH(opMawiiiHoi i/abo «xibepbGesnekn; ITPH23 PeamizoByBarn 3axoiu 3 NpPOTHIIl OTPUMAHHIO
HECAHKIIOHOBAHOrO  JIOCTYNy 10  iHOpMAlifHUX pecypciB 1 mpoueciB B iHdopMauiiHnX Ta iH(OpMALiiiHO-
TEeJICKOMYHIKaIiHHUX (aBTOMaTn3oBanux) cucremax; [IPH26 BrpoBamkyBaru 3axoau Ta 3a0e3nedyBaTy pealtizaliiio mporeciB
MOTIepeKEHHSI OTPHMAHHIO HECAHKIIIOHOBAHOTO JIOCTYNY 1 3aXHCTy iH(popMamiiHuX, iHGOpMaIiifHO-TeIeKOMYHIKaiHHUX
(aBTOMaTH30BaHMX) CHCTEM Ha OCHOBI e€TaJIOHHOI Mojelni B3aemozii Bigkputux cucrem; [IPH27 BupimyBatu 3amadi 3axucty
ITOTOKIB TaHUX B iHPOpMaLiitHUX, iHQOpMAIliifHO-TeIeKOMYHIKaiHHUX (aBToMaTH30BaHKX) cuctemax; [IPH31 3actocoByBatn
Teopii Ta METOIM 3axWCTy A 3abe3ledeHHs Oe3MEeKH eNIeMeHTIB iH(opMaliifHo-TeneKkoMyHiKamiiHux cuctem; I[TPH49
3abe3neuyBaTy HajexHEe (YHKIIOHYBaHHS CHCTEMH MOHITOPHHTY iH(opMmaniiHuX pecypciB i mpoueciB B iH(opmariiHO-
TesieKoMyHikaiiHux cucremax; [IPHS1 IlinrpumyBaTu npane3naTHiCTb Ta 3a0e31euyBaTi KOHQIrypyBaHHS CUCTEM BUSBICHHS
BTOPTHEHb B iHPOPMaLiHHO-TEIEKOMYHIKaIIIHUX CHCTEMaX.
Mema oucyunninu. ®opmyBaHHs y 3100yBadiB OCBITH IIMOOKMX 3HAHB 1 MPAKTUYHUX HABUYOK LIOJIO0 MPHUHIMIIB
1noOynoBH, (PYHKLIOHYBaHHS Ta 3aXHMCTY IH(POPMAIiHHO-KOMYHIKAIIMHUX cHCTeM. 3a0e3MeuyeHHs PO3YMIHHS apXiTeKTYpHHX




pillleHb, MPOTOKOJIB Tepenadi JaHuX, MOAenel B3aeMOJil BIIKPUTHX CHCTEM, CyYaCHHMX METOIIB 1 3aco0iB 3abe3neueHHs
KOH(DIAEeHIIHHOCTI, IiTiCHOCTI Ta tocTynHOCTI iH(opMaLii B iHpOpMaIiTHO-KOMYHIKAI[IHHUX MepesKax.

Ilpeomem Oucyunninu. ApxiTexkTypa, NpUHUMNKM (QYHKIIOHYBaHHS, NPOTOKOJIM Ta CcepBicH iH(pOpMALiiHO-
KOMYHIKAI[ITHUX CHCTEM, a TAKOXX METO/IH, TEXHOJIOT1i Ta MpOorpaMHO-anaparHi 3aco0u 3aXHCcTy iH(popMallii, 1o 06po0IseTbCs
1 IepeaeThesl B TAKMX CUCTEMaXx.

3asoannsa oucyunninu. opmyBaHHs y 3100yBadiB CHCTEMHOTO pO3yMiHHS NPUHIIHITIB TOOYA0BH Ta GYHKIIOHYBaHHS
iHpOpMaLifHO-KOMYHIKAIlIHHAX CHCTEM, OBOJIOIIHHA 3HAHHSAMH IIONO apXiTEKTYp MepeX, MPOTOKONIB OOMIHY NaHHMH,
Mozenell B3aeMOJil BIIKPUTHX CHCTEM, METONIB 3aXUCTy iH(GOpPMAIIMHMUX IIOTOKIB Ta IIPOTPAMHO-alapaTHUX 3aco0iB
3abe3neueHHs Oesrmekd. Y Tporeci BUBYCHHS IUCHUIUTIHK 3400yBadi HaOyBarOTh NPaKTHYHUX HABHYOK MPOEKTYBaHHS,
KOH(QIrypyBaHHS Ta aIMiHICTpYBaHHSI MEpEKEBUX KOMIIOHEHTIB 3 ypaxyBaHHAM BHMOT iH(opMmariiiHoi Ta KibepOesmekw,
peaizauii MexaHi3MiB aBTeHTH(IKallii, aBTOpU3aIii Ta KOHTPOJIIO JOCTYITY, 3aCTOCYBaHHS 3ac001B IIN(PYBaHHS, pe3epPBYBaHHS
1 BIZTHOBJICHHS MPAIe3IaTHOCTI CUCTEM IIIiCIIs iHIIUACHTIB OC3MEKH, a TAKOXK MOHITOPUHTY MEPEKI.

Pesynomamu nasuanns. Ilicns BUBYEHHS IUCLUIUIIHA CTYJEHT IOBUHEH: 3H@Mu TIPUHIWANM MOOYAOBH Ta
(GyHKIIOHYBaHHS 1HQOPMaUiHHO-KOMYHIKAIHHUX CHCTEM, METOJM OpraHizamii 3aXWCTy AaHMX Ha pPIBHAX MEpeXeBUX
MIPOTOKOJIIB, 00JIaJHAHHS Ta CEPBICIB; 3acmocogyéanmy 3HaHHA 1 HABUYKH 3 IPOEKTYBAHHS, HAJIAIITYBaHHS Ta aJJMiHICTPYBaHHS
Mepex i3 3a0e3nedeHHsIM Oe3reku nepeaaBanHs iHdopMarii; dismu Ha OCHOBI TEXHIYHMX BHMOT i CTaHIApTIiB iH(OopMaIiiHO1
0e3IeKH ITiJ] 9ac peanizamii cucTeM BHABICHHS BTOPTHEHB, KOHTPOJIIO IOCTYITy Ta pinmpTparii Tpadiky; opeanizogysamu Ipouecu
MOHITOPHHTY Ta YIpaBIiHHA Oe3neyHIM (DYHKITIOHYBaHHSIM MEPEKeBOi iHQPACTPYKTYPH; 81np08ad#cysamy METOIN aHaNTi3y,
knacudikamii Ta pearyBaHHS Ha aHOMAIBHY MEPEXKEBY AaKTHUBHICTB, 60.100imu 3HAHHAMU CYYacHHUX 3aco0iB 3aXHCTY,
mmdpyBaHHs, ceTMeHTaIlil TpadiKy, BUSBICHHS Ta YCYHCHHS BPa3IUBOCTEH; Oymu 30ammum IPOBOIUTH TEXHIYHY OIIHKY CTaHy
iHpOpMaLiitHOi Oe3IeKn MEPEeKEBUX CHCTEM 1 MPUHAMATH PINICHHS 10O BiTHOBJICHHS IX MpAaIe3qaTHOCTI Micis iHIUACHTIB;
ananizyeamu, apeymennyeamu, npuimamu piuients TIpUA BUPILIEHHI CKIAJHHUX 3a[ad 3aXHUCTy MepekeBoi iHpacTpyKTypy;
3acmoco8ysamu 3HAHHs Cy4aCHUX METOJIB 1 TEXHOJIOTIH MOHITOPHHTY Ta yIpaBiliHHS iH(QOpManiiHUMHI MOTOKAMH, a TaKOX
BUKOPUCMOBY6AMY TEPMIHOJIOTIIO JMCLMIUTIHM aHTJIHCHKOI0 1 YKpailHCBKOIO MOBaMM il 3a0e3rnedeHHs e(eKTHBHOI
npodeciitHoi koMmyHikalii y cepi iHpopmaliitHoi Ta KibepOe3neKH.

4. CTpyKTypa 3aJiKOBUX KPEAUTIB JTUCUMUILTiHHA

Hassa Temi KinpkicTh roanH, BigBeIeHUX Ha:
JeKIii | J1a00paTOpHi poboTH | CPC
Ilepuiuii cemecTp
Tema 1. OCHOBHI MMOHSTTSI KOMIT IOTEPHHUX MEPEK 6 12 37
Tewma 2. Oprasizamis podoTa Mepexi 8 16 49
Tewma 3. ABTeHTH(]IKAIlS, ABTOPHU3AIIiSI Ta 00K 2 6 14
Pa3zom 3a 1-ii cemecTp: 16 34 100
JApyruii cemecTp
Tewma 4. besnieka JIokampHUX Ta BipTyansHUX npuBaTHUX Mepex (LAN, VPN) 10 20 62
Tema 5. MOHITOPHHT Ta YIpaBIiHHS 0€3MIEKOI0 MEPExKi 6 14 38
Pa3zom 3a 2-ii cemecTp: 16 34 100
Tperiii cemecTp
Tema 6: OcHOBHI po0IeMHU, BUMOTH Ta TPUHIIAITN 3aXUCTY 0€3APOTOBHX 4 4 11
TEXHOJIOTIH
Tewma 7. [Ipobaemu Ge3rmekn MOOUTEHUX IPUCTPOIB, CHCTEM 1 TOJATKIB 10 12 26
Tema 8. be3neka InTepHeTy peue. 12 12 31
Tema 9. YrpaBimiHHS Ta MiATPUMKA JaHUX 6 6 16
B XMapHHX TEXHOJIOTiSIX Ul eEKTUBHOTO iX 3aXUCTy
Pa3zom 3a 3-ii cemectp: 32 34 84
5. IIporpama HaBYAJBLHOI JUCHUILTIHI
5.1 3micT JekniiHOrO Kypcy
Ne . - Kiabkicrs
3/ Mepeuik Tem aekuiii, ix aHoTauii -

Tpemiii cemecmp
Tema 1. OcrosHi noOHAMMS KOMN TOMEPHUX Mepedic 6
1 CyuacHi mepe:kni TexHoJorii. Kommnonentn mepexi. 300paxkeHHs Mepex 1 Torosorii. OCHOBHI THIH

Mepex. [areprHeT-3'eqHanns. Tenpennii po3sutky Mepex. JIit.: [1]¢.132-183 2
IIporoxoan ta mopemi. IIpaBmna. Ilporokomm. Crekn npotokoiiB. Opranizamii 31 cTaHgapTH3aLli.

2 . J— 2
Eranonni mogeni. JIiT.: [2] c. 131-144

3 Mepe:kHuii piBeHb. XapakTepiUcTHKH MepeskHoro piBHs. [laker IPv4. [Taker IPv6. Metonn 5

MapupyTu3amii xoctiB. Beryn o mapmpyTusarii. Jlit.: [2] ¢.67-96

Tema 2. Opeanizayis pobomu mepesxci 8
4 KomyTrauisi Ethernet. Busnauenns aapec. Kaapu Ethernet. MAC-anpeca Ethernet. Tabmumsas MAC-
anpec. [lIBuakocti komyTaropa i Meroau nepecuinanns. JIiT.: [3] c. 5-18; [10] c. 46-109




5 | MepexHi cepBicu. DHCP. DNS. NAT. MAIL. HTTP. Jlit.: [9] ¢.166-206; [11] c. 372-399 2
Anpecaunis IPv4 ta IPv6. Ctpykrypa aapecu IPv4. OgHoanpecHa, MMPOKOMOBHA Ta TPYIIOBA PO3CUIIKH
IPv4. Tunn anpec [Pv4. CermenTaris Mepexi. Po3noain Ha miaMepexi BiAnoBiaHo 10 BuMor. Macka
6 nigmepeski 3MiHHOT 1oBxkuHU (VLSM). I[Ipo6nemu 3 IPv4. Tlonanns anpec IPv6. Tunm agpec [Pv6. >
CrarnyHa Ta JUHAMIYHA ajpecalis Juis riao0ansHux iHAuBiayansaux aapec (GUA) IPv6. Posnozin
Mepexi [Pv6 Ha mimmepexi
Jlit.: [8] c. 142-168; [10] c. 111-216;[11] c. 399-466
Ba3zosi nanamrtyBannsi ACL. [Ipusnauenns ACL. [llabmorni macku B ACL. Pexomenmamii momo
7 ctBoperHst ACL. Turiu ACL st IPv4. Hanmamrysanns cranmaptanx ACL s [Pv4. 3mina ACL s )
IPv4.JIiT.: [8] c. 169-197
Tema 3. Asmenmudgbikayis, asmopuzayisi ma 001K 2
ABTenTHu(ikanisi, aBTopusauis Ta o6ik. [Ipmuauenns AAA. JlokansHa ayTeHTHdIKAITS AAA.
8 | CepsepHa ayrenTudikamis AAA. Asrentudikanis RADIUS. 2
Jlit.: [8] c. 115-166
Pasom 3a 3-ii cemecTp: 16
Yemeepmuii cemecmp
Tema 4. beznexa noxanvruux ma gipmyanvnuux npugamuux mepeic (LAN, VPN) 10
Bipryanbhi sokanbni mepexi. Orisin VLAN. VLAN y Mepesxi 3 KiTbKOMa KOMyTaTOPaMHU.
9 | HanamryBanust VLAN. MaricrpanbHi (TpankoBi) kanaau y VLAN. IIpoTokon quHaMivHOTO 2
tpankyBaHHsg DTP. Jlit.: [11] ¢.382-399
MapmpyTu3anisi. Busnauenns mapupyty. [lepecunanns nakeris. Ormsig 6a30Boi KoHGiryparii
MmapmpyTtusaTtopa. Tabmuns [P-mapmpyTtuzanii. CtatnuHa Ta quHaMidHa Mapmpytusanis. [IpuHmmnnm
10 | mapmpytnzanii mixk VLAN. Mapmpytuzarnis mixk VLAN meromom Router-on-a-Stick. MapmpyTtuzaris 2
Mix VLAN 3a gonomoror komytatopiB PiBHs 3. BusBiieHHS 1 yCyHeHHS HeCIIpaBHOCTEH 13
Mapmpytuzamieto Mixk VLAN. JIiT.: [3] ¢. 43-67; [9] c. 92-115
HJoctynHicTh Ta HagiliHicTL Mepe:ki.
11 | IpoTokonu pezepByBaHHs mepmoro nepexoxy. HSRP. Mexanizmu QoS. 2
Jlit.: [3] c. 68-81;[9] c. 116-127
12 Besnexa LAN. besneka kiHueBux Touok. KepyBanus nocrynom. 3arpo3u 6e3neuni PiBus 2. Ataku Ha 5
tabmuii MAC-anpec. Ataku Ha jjokanbHy Mepexy. JIiT.: [3] c. 76-92; [9] ¢. 79-91
®ynkunionysanus VPN T1a IPsec.
13 | Komnonentu mepexi IPsec. VPN 1 ix ¢yHKIiOHYBaHHS 2
Jlir.: [3] . 93-113;[9] c. 92-115
Tema 5. Monimopune ma ynpasnints 6e3nexoio mepeoici 6
IndpacTpykrypa Mepe:knoi 6e3nexu. [Ipuctpoi 6e3nexu. Ciryx0u 6esnexu. CucteMu KepyBaHHS
14 mepexero. [Iporokonr SNMP. Jlit.: [3] c. 114-127 2
Jxepesia nanux npo Kidepinmuaentu. Tumm nanux mpo 6e3neky. JKypHam KiHIIEBUX MPUCTPOIB.
15 MepexHi xypHanu. Jxepena coBimeHs. JJocimKkeHHs JaHuX Mepexi. AKTHBI3aIlis poOOTH aHATITHKA )
3 KibepOesnekn. PoboTa 3 maHuMH TIpo OE3MEKy Mepexi.
Jlit.: [10] c. 217-248
Hu¢poBa TexHiyHA eKcrepTH3a, aHAJI3 iIHIUAEHTIB i pearyBanHs. Po0oTa 3 moka3amu Ta aTpuOyIis
16 | aTaKu. Jlanmroxok kibepmaxpaiictea. PomOomoniOHa Moens aHanily BTOpTHeHHs. PearyBanHs Ha )
IHIIMACHTH.
Jlit.: [10] c. 249-297
Pa3om 3a 4-ii cemecTp: 16
I’amuii cemecmp
Tema 6. OchosHi npobremu, GUMO2U Ma NPUHYURY 3aXUCTY 6e30POmMOBUX MEXHOL02T 4
3arpo3u Ta aTaku Ha 0e3ApoToBi Mepe:ki. Kitacudikaris atak Ha 6e31poTOBI Mepexi Ta ix
17 | xapakTtepuctuku. Mojeni Ta KpuTepii 3arpo3 y 6e31poToBUX Mepekax. MeToIu OIiHKH 3arpo3 y 2
6e3apoTtoBux Mepexax. JIit.: [11] c. 20-30; [8] c. 120-135
18 | 3axueT 6e3apoToBUX Mepe:k. TexHonorii moOynoBu 6e31poToBrX Mepex. LLmsaxu 3axucty 5
6e3apoTtoBux Mepex. JIiT.: [11] c. 35-60; [8] c. 140-160
Tema 7. [Ipobaemu bes3nexu MoOiibHUX NpuUcmpois, cucmem i 000amKis 10
19 | 3arpo3u Ta Bpa3JMBOCTi MOOIILHUX NPUCTPOIB. 3aranbHi monoxxeHHs. Knacudikamis 3arpo3 ta 5
BpaznuBocted MoOinpHUX mpuctpois JIiT.: [10] c. 15-30; [8] ¢. 170-190
20 | YopaBaiHHS MOOIILHMMH NPUCTPOSAMH. YTIPaBIiHHA 3 METOIO 3abe3rederHHs 3axucty. JKurreuit 5
LUK pilieHb 3 Oe3nexn MoOuTbHKX mpuctpoiB JIiT.: [10] ¢. 35-50; [9] c. 50-70
21 | 3arpo3u Ta Bpa3juBOCTi MOOITBHHX TeJIEKOMYHIKAIiifHUX clcTeM. 3arpo3u Ta Bpa3IMBOCTI
cranzaptiB 3G. 3arposu Ta BpasMBOCTi craHaapTiB 4G. 3arposu Ta Bpa3nuBocTi ctaHaaptiB 5G. JIiT.: 2
[7] c. 45-60; [11] c. 80-100
22 | 3arpo3u Ta BpasauBocti Wi-Fi-mepe:k. Knacugikanis 3arpos ta BpazianBocreid Wi-Fi-mepex. Meroau 5
3axucty Wi-Fi-mepex. JIit.: [7] c. 20-40; [11] c. 120-135
23 | 3arpo3u Ta Bpa3auBocTi MoOiTbHNX qogaTkiB. Kitacugikanis 3arpo3 Ta Bpa3nnBocTeld MOOLIBHUX >
JIOJIaTKiB. AHaJI3 3aXHuIeHoCcTi MOOITbHUX moaatkis. JIiT.: [11] c. 75-90; [6] c. 150-170
Tema 8. besnexa Inmepnemy peueii 12




24 | Beryn o IntepHery peueii. 3aranbai npuHIuny no0ynosu ta apxitekrypa loT. Knacudikarnis cucrem >
IoT. Jlit.: [6] c. 10-30; [10] c. 40-70
25 | 3acodu inenTudikanii. Knacudikanis 3acobi aBromatnynoi igenrudikamnii. MAC-azapeca.
PaniouacrorHa inentudikauis (RFID). Cucrema no3unionyBaHHs B PeXXHUMI peajbHOTIO Yyacy 2
RTLS. Ontuyusi inenrudikaropu. Jlit.: [5] c. 35-50; [8] c. 80-100
26 | Texnonorii mepenaui nanux B IoT (uacruna 1). Crannapr IEEE 802.15.4. Bluetooth (IEEE 802.15.1). >
ZigBee. Wi-Fi Ta IEEE 802.11. Jlit.: [6] c. 15-35; [8] c. 110-140
27 | Texnonorii nepenayui nanux B IoT (uactuHa 2). Texuonoris LPWAN. Texuomnoris PLC. Jlit.: [6] c. 2
40-55; [8] c. 150-170
28 | 3ade3neuyenns 6e3nexu B IoT (yactuna 1). [Ipodnema 6e3mexu [oT. [Ipobnemu koHDiNEHITIHHOCTI B )
IoT. JliT.: [6] c. 80-95; [8] c. 190-210
29 | 3ade3neuyenns 6e3nexu B IoT (yacTuna 2). Anaromis kibepatak Ha loT-mpuctpoi. ®iznuna i
anapaTHa Oe3neka. Kpunrorpadis, sk ckimamoBa 6esnexu B [oT. biokdeiin i kpunToBamoTa B [HTepHETI 2
peueii JIit.: [6] c. 100-120; [8] c. 220-240
Tema 9. Ynpaeninns ma niompumxa OaHux 8 XMapHux mexHoI02Isx 0l epeKmueHo2o ix 3axucniy 6
30 | TomoJsorisgs xXMapHHX 004 caeHb. Moens XMapHUX cepBiciB. Buan xmap Ta XMapHa apXiTeKTypa.
XwmapHa apxitektypa OpenStack. O6mexxenns xmapaux apxitextyp JIit.: [3] c. 25-45; [9] c. 2
70-90
31 | Tomnouiorisi TyMaHHHX 064HcaeHb. TymanHi oouncinenHs. Apxirekrypa OpenFog RA. Amazon >
Greengrass i gsmM0a-¢yskuii. Tymanni tonosorii JliT.: [3] ¢. 50-70; [9] c. 100-120
32 | TexnoJorii Big Data. [Tonstrs Big Data, ix xapaktepuctrku Ta cepu 3acrocyBanHs. Kareropii gaHux
(rpani nanux) ta npouec data science. TexHouorii Ta TenaeHuii podoru 3 Big Data JliT.:[3] c. 75-90; [9] 2
c. 130-150
Pa3om 3a S-ii cemecTp: 32
5.2 3micT 1aGopaTOPHUX/MPAKTHYHHX/CEeMIHAPCHKHUX 3aHATH
Ne T KinbkicTs
3/n eMa J1a0opaTOPHOro 3aHATTS -
Tpertiii cemecTp
1 OcHOBH poOOTH 3 CepeAOBHIIEM MOJICITIOBAHHS Ta MepeKHUM oOaamHanHsaM. JIiT.:[1] c. 155-159. 4
2 ITpoTokosu Ta MOZAEII IPUKIATHOTO i TpaHcmopTHoro piBHiB. JIit.:;[1] ¢. 50-61. 4
3 Mepexxuuii pieHb. [P4- ta IP6- agpecaris, VLSM-aapecanis. Jlit.: [1] ¢. 39-47, 205-228. 4
4 KanasbHuii piBeHb, 3a0e3meYeHHs 03K MepeXi Ha KaHaabHOMY piBHi. Jlit.: [1] c. 26-33 4
5 DHCP cepsep Ta kitient. Jlit.: [1] c. 86-94 4
6 HamamryBanas 6a30BUX mapamMeTpiB Oe3rekn MapmpyTu3aropa i komyraropa. JIit.: [1] ¢. 331- 4
341, [2] c. 309-326, [3] c. 151-161.
7 Crucku xoHTpouto fgoctymy. HamamryBanus cmysxom NAT. Jlit.: [2] c. 122-127, [3] ¢.166-177, 4
188-194.
8 IIpoekTyBanHs Maioi Mepexi. JIit.: [1] c. 364-384 4
9 [TincymkoBe 3ansTTs. TecTyBaHH:I. 2
Pa3om 3a 3-ii cemecTp: 34
YerpepTHii cemecTp
10 | HamamryBaras VPN TyHenro mixk nBoma Mepexamu. JIit.: [2] c. 225 — 232 4
11 | Hocmimkenns npotokoay IPsec. Jlit.: [1] ¢.199-221 4
12 | CrBopenns mepexi [Psec VPN. Jlit.: [3] ¢. 93-111 4
13 | HamamryBanns Cisco 10S IPS 4
JIiT.: https://contenthub.netacad.com/sec/8.4.1#8.4.3
14 | HamamryBanns noxituku goctymy Ha Cisco ASA 4
JIit.: https://contenthub.netacad.com/sec/9.2.1#9.2 .4
15 | HamamryBauns 6pannmMayepa Ha ocHOBI ineHTHdikamii Cisco ASA 4
JIit.: https://contenthub.netacad.com/sec/9.3.1#9.3.5
16 | MoHITOPHHT MepekeBOro 00IagHAHHSA 3 BUKOPUCTAHHIM mTpoTokory SNMP. JIiT.: 4
https://contenthub.netacad.com/sec/9.3.1#9.3.5
17 | JlocmimKeHHs iIHCTPYMEHTIB TECTYBaHHS MEPEKEBOi OE3MEKH. 4
Jlit.: [2] ¢.183-186
18 | IlincymxoBe 3ansTTs. TecTyBaHHA 2
Pa3om 3a 4-ii cemecTp: 34
I’siTnii cemecTp
Posropransst po6odoro cepeoBHIIa IS MPOBEIECHHS ayauTy Oesnekn 6e3mpoToBux Mepex JIit.: [1] c.
19 15-30; [2] c. 40-55; [6] c. 10-20 4
20 | CkanyBanHs MepexxeBHX TpoTokoiiB. JIit.: [1] c. 31-45; [2] ¢. 56-70; 4
21 | 30upanns TexHiyHOI Ta uyTTEBOT iH(OpMaii B 6e3aporoBux Mepesxkax Jlir.: [3] c. 15-30; [6] c. 36-50 4
22 | HocnimkeHHs Bpa3muBocTel 6e3apoToBux Mepex. JIit.: [2] c. 71-85; [3] c. 31-45; 4
23 | HocnimkeHHs TexXHOOTI#H 3m0oMy Oe3mpoToBux Mepex JIit.: [4] c. 20-35; [7] c. 56-70 4




24 | HocmimkeHHs criocoOiB 3ailicHeHHs atak Ha BimvoBy JIit.: [2] c. 101-115; [7] c. 71-85 4
[porpamyBanns nprctpoiB [nrepHery peueii 3acodamu Cisco Packet Tracer Jlit.: [3] c. 10-25; [5] c. 30-
25 4
45; [8] c. 15-30
26 | 3axwucr xMapHUX cepBiciB IntepHety peueit Jlit.: [5] c. 46-60; [8] c. 31-40 4
27 | Hincymkose 3auarTs. TecTyBaHHS. 2
Pa3om 3a 5-ii cemecTp: 34

5.3 3micT camocTiiiHOI (Y T. 4. iIHAMBiTyaJbHOI) po00TH 3100yBa4a BUIOI OCBITH

CamocriiiHa po0oTa CTYICHTIB IOJATAE€ Y CUCTEMAaTHYHOMY OIPAIOBaHHI MPOTPaMHOTO MaTepialxy 3 BiAMIOBITHUX
JoKepen iHdopMariii, mAroTOBIN 1O BUKOHAHHS 1 3aXUCTy TaOOpaTOpHUX poOiT, poOOTi Hall KypPCOBUM IIPOEKTOM Ta ITiATOTOBIII
0 HOTO 3aXWCTY, TECTYBaHHS 3 TEOPETHYHOTO Ta MPAKTHYHOTO Marepiaimy Tomo. KepiBHHITBO caMOCTiHHOIO poOoToI0
3IIMCHIOETHCS BUKJIAJa4€M 3TiIHO 3 PO3KJIaJIOM KOHCYJIbTALIl y o3aypouHuid yac. KpiM 11boro 10 mociayr cTyIeHTiB CTOpiHKa
HABYAJIBHOT JUCIHUILTIHU B MOTyTbHOMY CepeIOBUILI [Tl HABYAHHS, /i po3MiliieHi Poboya nporpama IUCIMILIIHY Ta HEOOXiTHI
Marepiany 3 il HaBYaIbHO-METOANYHOT0 3a0e3IeYeHHs Ta KOHTPOJIIO Pe3yIbTaTiB HABYaHHS.

tectyBaHHs. ITiArOTOBKA 10 3aXHCTY KYPCOBOTO MPOEKTY.

Homep e KiabkicTs
Bua camocrTiiinoi podoru
THKHS TOANH
Tperiii cemecTp

1 OmpariioBaHHs TEOPETUYHOTO MaTepialy, MATOTOBKaA JI0 labopaTopHoi podoTtu Nel. 6

2 OmpaiioBaHHsl TEOPETUYHOTO MaTepially, MATOTOBKA JI0 3aXUCTy J1abopaTopHoi podoTtu Nel 6

3 OmpariioBaHHs TEOPETUYHOTO MaTepially, MATOTOBKA JI0 1abopaTopHOi podoTu Ne2. 6

4 OmparioBaHHs TEOPETUYHOTO MaTepialy, MATOTOBKA JI0 3aXUCTy J1abopaTopHOi podoTu Ne2 6

5 OmpariioBaHHs TEOPETUYHOTO MaTepialy, MATOTOBKA JI0 1abopaTopHOi podoTu Ne3. 6

6 OmparioBaHHsl TEOPETUYHOTO MaTepially, MATOTOBKA JI0 3aXUCTy J1abopaTopHOi podoTH Ne3. 6

7 OmparioBaHHs TEOPETUYHOTO MaTepially, MATOTOBKA JI0 1abopaTopHOi podoTu Ne4. 6

8 OmparioBaHHsl TEOPETUYHOTO MaTepially, MATOTOBKA JI0 3aXUCTy J1abopaTopHOi podoTH Ne4. 6

9 OmpaliroBaHHs TEOPETUYHOTO MaTepially, MiATOTOBKA JI0 JabopaTopHoi podoTu Ne 5. 6

10 OmparroBadHs TeopeTHaHOro Matepiany. [liaroToBka 10 3axucty mabopaTopHoi podoTtu Ne 5 6

11 OmparroBadHs TeopeTndHoro Marepiainy. IliarotoBka o mabopatopHoi podoTu Ne 6. 6

12 OmparroBadHs TeopeTHaHOro Matepiainy. IliarotoBka 10 3axucty gabopaTopHoi podoTtu Ne 6 6

13 OmnpairoBadHs TeopeTndHoro Marepiainy. [liarotoka o mabopatopHoi podortu Ne 7. 6

14 OmparroBanHs TeopeTudHoOro Marepiainy. IliarotoBka 1o 3axucrty jgadopatopHoi Ne7 6

15 OmpartoBaHHs TeopeTuuHoro Marepiainy. IliarotoBka 1o madoparopHoi podoru Ne 8. 6

16 OmpaiioBanHs TeopeTuuHoro Marepiainy. IliarotoBka 10 3axucry gabopatopHoi pobotu Ne 8. 6

17 OmparioBaHHs TEOPETHUHOTO MaTepiany. TecTyBaHHS 4

Pa3zom 3a 3-ii cemecTp: 100
YerBepTHii cemecTp

1 OnparitoBaHHs TEOPETUUHOTO MaTepiajly, miAroToBka 1o jaboparopHoi podoru Nel. PoGora Haj 6
KYPCOBUM IPOEKTOM.

5 OnparitoBaHHsI TEOPETUUHOTO MaTepiaiy, HiIr0TOBKa 10 3aXHCTy JabopatopHoi poboru Nel. Pobora 6
HaJl KYPCOBHM IIPOEKTOM.

3 OmparioBaHHsl TEOPETHYHOTO MaTtepiany, MiroToBka a0 jadopatopHoi poborn Ne2. Pobora Hax 6
KypCOBHM IPOEKTOM.

4 OnparitoBaHHsI TEOPETUUHOTO MaTepiaiy, HiIr0TOBKA 10 3aXKUCTy JabopatopHoi poboru Ne2. Pobora 6
HaJl KYPCOBHUM IIPOEKTOM.

5 OnparitoBaHHs TEOPETUUHOTO MaTepiajly, miAroToBka 10 jaboparopHoi podotu Ne3. PoGora Haj 6
KypPCOBUM IPOEKTOM.

6 OrmpariioBaHHs TEOPETHYHOTO MaTepiaiy, IroToBKa JI0 3aXUcTy aboparopHoi podotn Ne3. Pobota 6
HaJl KYPCOBHM IIPOEKTOM.

7 OmnpalffoBaHHs TEOPETUYHOTO MaTepiany, MATOTOBKa 10 jabopaTtopHoi pobotu Ne4. Pobota Hanx 6
KYpPCOBUM MPOEKTOM.

3 OmnpalffoBaHHs TEOPETUIHOTO MaTepiary, MiATOTOBKA J0 3aXUCTy JabopaTopHoi podoTu Ned. Pobora 6
HaJl KYPCOBHM ITPOEKTOM.

9 OrmpaiioBaHHsl TEOPETHYHOTO Marepiaiy, MiATOTOBKa 10 JiaboparopHoi podoru Ne 5. Pobora Han 6
KypPCOBHM IPOEKTOM.

10 OmnpartfroBaHHs TeOpeTUIHOTo Matepiaiy. [ligroroBka no 3axucty gabopatoproi pobotu Ne 5 Pobora 6
HaJl KYPCOBHM IPOEKTOM.

11 OrmpatfoBanHsl TEOpETHIHOTO MaTepiany. [ligrotoBka g0 maboparopuoi podotu Ne 6. PobGorta Hazg 6
KypPCOBHM IPOEKTOM.

12 OmparroBaHHs TeopeTHyHOro Marepiaiy. [lixroToBka 1o 3axucry sabopatoproi pobotu Ne 6. PoboTa 6
HaJl KYPCOBHM ITPOEKTOM.

13 OrmpatfoBanHsl TEOpETHIHOTO MaTepiany. [ligroroBka g0 maboparopuoi podotu Ne 7. PoGora Hazg 6
KYpPCOBUM IPOEKTOM.

14 OrmpaifoBanHsl TEOPETUIHOTO Matepiany. [linroroBka no 3axucty madoparopnoi Ne7. PoGora Haj 6
KypCOBHM IPOEKTOM.

15 OnpauroBaHHs TeopeTnaHOro Matepiaiy. Ilinroroska no naboparopuoi podoru Ne 8. Iligroroska 1o 6




16 OnpauioBanHs TEOPETHIHOTO marepiany. IlinroroBka no 3axucry jabopatopHoi podoru Ne 8. 6
[TigroroBka 1o TecryBaHHs. [liIrOTOBKA IO 3aXHUCTY KyPCOBOTO MTPOEKTY.
17 OmnpalfroBaHHs TCOPETHIHOTO Marepiany. TectyBanHs. [liIroToBKa 10 3aXUCTY KyPCOBOTO MPOCKTY. 4
Pa3zowm 3a 4-ii cemecTp: 100
II’siTHii cemecTp
1 OrnpairoBaHHsl TEOPSTHYHOTO MaTepialry, MIroToBKa a0 JjabopaTtopHoi podoTu Nel. 5
2 OrnpaifoBaHHsl TEOPESTHYHOTO MaTepialy, MArOTOBKA JI0 3aXKCTY JIabopaTopHOi podotn Nel 5
3 OrnpaifoBaHHsl TEOPSTHYHOTO MaTepialry, MIroToBKa J0 JJabopaTopHoi poboTH Ne2. 5
4 OrnpairoBaHHsl TEOPESTHYHOTO MaTepiay, MIroTOBKa A0 3aXUCTY JlabopaTopHoi poboTr Ne2 5
5 OrnpaifoBaHHsl TEOPSTHYHOTO MaTepialry, MIroToBKa J0 JJabopaTopHoi podoTu Ne3. 5
6 OrnpalfoBaHHsl TEOPESTHYHOTO MaTepialy, MIroToBKa 0 3aXUCTy JlabopaTopHoi podotn Ne3. 5
7 OrnpaifoBaHHsl TEOPSTHYHOTO MaTepialry, MIroToBKa J0 JJabopaTtopHoi podoTu Ne4, 5
8 OrnpalfoBaHHsl TEOPESTHYHOTO MaTepialy, MIroToBKa 0 3aXUCTy JlabopaTopHoi podotn Ne4., 5
9 OrnpairoBaHHsl TEOPESTHIHOTO MaTepialy, MIroToBKa A0 J1abopaTtopHoi podoTu Ne 5. 5
10 OrnpairoBaHs TeopeTHdHoro Marepiany. [TinrotoBka 10 3axucty JrabopaTopHoi podbotu Ne 5 5
11 OrnpairoBanHs TeopeTHdHoro Marepiany. Ilinroroska a0 sabopatopHoi podoTtu Ne 6. 5
12 OmnpairoBaHs TeopeTHaHOro Marepiany. [Tinroroska 10 3axucty jadbopatopHoi pobotu Ne 6 5
13 OmnparroBanHs TeopeTHaHoro Marepiany. Ilinroroska a0 tabopatopHoi podotu Ne 7. 5
14 OmnpairoBanHs TeopeTHdHoro Marepiany. [TinrotoBka a0 3aXucTy JrabopaTopHoi Ne7 5
15 OrnparroBanHs TeopeTHaHoro Marepiany. Ilinroroska a0 sabopatopHoi podoTtu Ne 8. 5
16 OrnpatroBanHs TeopeTHdHoro Marepiany. [TiroToBka A0 3aXucTy JtabopaTopHoi pobotr Ne 8. 5
17 OrnpalroBaHHs TeOpeTHIHOro Marepiany. TecTyBaHHs 4
Pa3om 3a 5-ii cemecTp: 84

HapuanpHUM TIIaHOM JAHCIUILTIHY MIepeadaueHo KyPCOBHA MPOCKT, HA BUKOHAHHS SKOTO BUAULIEThCA 2 Kpenut €KTC
(60 rox.) camocTiitHOT poOOTH CTyAEHTA I1iJ KEPIBHUITBOM BUKJIaia4ya Ta 3 KOHCYJIbTYBAaHHSM 3a rpadikoMm.

3riiHO 3 HaBYAJIBHUM IUIAHOM IMIATOTOBKM OakajaBpiB 3a cremiajibHicTIo «KibepOedneka Ta 3axuct iHdopmamiin
KypCOBUI IPOEKT BUKOHYETHCS Y 4 ceMeCTpi MOETAIHO, BiAMOBIAHO 10 KaJCHAAPHOTO IUIaHy.

Kanengapuuil 1aH BUKOHAHHS KYPCOBOT'O IMTPOEKTY

Tepmin

3MmicT eramy
BUKOHAHHS

1 Bubip Ta 3aTBEepKEHHS TEMH KypCOBOTO IIPOEKTY; pO3pOOKa 3aBIaHHS Ha KyPCOBHH MPOEKT; CKIIATAHHS

. 1-2 THXOEHD
KaJICHIApHOTO Tpadika BUKOHAHHS KYPCOBOTO IPOEKTY

2 AHaui3 00'eKTa 3aXUCTy Ta aHANI3 3aXHUIIEHOCTI HOTo iH(hOopMaIlil BiJl HECAHKI[IOHOBAHOTO BTPYYaHHS 3-4 THXKIEHD
3 AHaii3 Ta onmc HasiBHOI CHCTEMH 3aXHCTY iH(popMarii 5-8 TIKIeHD
4 TlpoextyBanHs nponoHoBanoi KC3I 9-12 TrxaeHb
5 HanmcaHHs TEKCTY NOSCHIOBAIBHOI 3aIMCKHU Ta PO3po0Ka rpadiyHUX MaTepiaiB 13-14 TiwxaeHb
6 OcTaroyHe KOpPHUTYBaHHS KYPCOBOIO TIPOEKTY 3 yPaXyBaHHAM 3ayBaeHb KepiBHUKA; O(opMIICHHS 15 TiKIeHD
KypCOBOTO TIPOEKTY, SIK IOKYMEHTA BiIMOBITHO JI0 BUMOT

7 IligroToBKa J10 3aXHCTY Ta 3aXHUCT KYPCOBOTO MPOEKTY 16 TIXKIEHBb

3aBaaHHs Ha KypCOBHH MPOEKT 0a3yeThCsl HAa MaTepiali, sIKWHA ONpamnboBYETHCS i/ Yac JIEKUIHNX, 1a00opaTopHUX Ta
CaMOCTIHHHX 3aHATH B XOJli BUBUEHHS AMCIMILTIHU. TeMaTuka KypcOBOTO NPOEKTY MOB’s3aHa 3 MaHOYTHBOIO CIICIiaJIbHICTIO
CTYIeHTIB. B KypcOoBOMY IMpOEKTI CTYACHT IMOBHHEH ITOKAa3aTH CBOI 3HAHHS B raiy3i 3axUcTy iHpopwmamii B iHpopMamiiHO-
KOMYHiKaliiiHnx cucremax. Kpim Toro, B IKOCTI 00’ €KTY AJIsl KYPCOBOTO IPOEKTY MOXKYTb OYTH IOCHIPKEHHS Ta BIPOBAKEHHS
BIJIOMHX TEXHOJIOT11 MPOEKTYBAHHS 3aC00IB 3aXHUCTY, peai3ailis TSCTOBUX MPOTrpam TOIIO.

Po3pobka mnoBuHHA OyTH mHpeicTaBiieHa y BHIJSIAI iH(GOPMAIHO-KOMYHIKAIIITHOT Mepexi 1 CyNpOBOIKYBaTHUCh
TOSICHIOBAJIbHOIO 3aMHCKOI0, sika O moBHUHHA OyTH 00csToM 40-50 cmopinok. OG0B’ I3KOBUM € KPECICHHS 3a3HaUY€HOT Mepexi, a
TaKOX TaOJHIIS, 1€ MICTATHCS 3arpO3H, iX JKepesia Ta Bpa3IuBOCTI, Yepe3 sKi 3a3HaueHi 3arpo3u MOXKYTh OyTH pearizoBaHi, Ta
3ac00M IPOTHIIT BUSIBJICHUM BPa3IHBOCTSIM.

3aB1aHHs 10 BHKOHAHHS KYPCOBOTI'0 MPOEKTY 3 TUCHUTIIiHA
KomriekcHe 3aBgaHHs:
—  pO3pOoOHTH TONOJIOTIIO iIH(OPMAIITHO-KOMYHIKALIITHOT MepesKi JUIs i IIPUEMCTBA 3TiJHO CBOTO BapiaHTy;
— 3MopxemoBary 3a3HaueHy Mepexy B CAIIP Packet Tracer;
— TIPOBECTH aHANI3 Ta OIMIHIOBAaHHS 3arpo3, BPa3lIMBOCTEHl Ta JecTabiii3ylouMX YHHHHUKIB PO3pOOJICHOI Mepexi,
BH3HAYMTH PiBEHb 3aXHUIIEHOCTI MEPEXi Ta 3alIPOTIOHYBATH JI0 HEl BiMTOBIIHI MONITHKN Oe3MeKH.
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o0J1aiHaHHs, aAMiHICcTapIii i HepcoHaITy

2 |Marasun 1 odic,|2 1 (uin wmarasuny i2 |BigeocmoctepexeHHss MarasuHy 1 ckiagy 3|7 [10km
ckiaan  (OKpeMuid odicy) MeperisiioM aaMiHICTPAIliero, podoyYa 3 CepBEpOM
mpoBaiinep) 1C, wi-fi Ha cknazi

3 [Marasun 3 odicom |1 1 2 [BimeocmocrepexenHs MarasuHy 3 meperisgom])S |300M

anMiHiCcTpariero, poboua 3 cepeepom 1C,
rocThoBa

4 [FOpuouuna 1 1 1 PlokanmbHa 3 JOCTYyIIOM B IHTEpHET, JIOKanbHa 3[9
KOMITaHist mocTymoM 10 BHYTpIlIHIX —pecypciB  (BeO),

rocThoBa

5 |Bimminenns Ganky [2  (GanaHcyBaHHS 1 |BigeocmocTepeskeHHs, TOCTbOBA, aaMIiHICTApLii,|o

[HaBaHTaKCHHS) [epcoHany
6 |Cynepmap-ket 2 (GamancyBaHHs]|l 1 [BimeocmocrepexeHHs, TrOCThOBa, JIOKaTbHA 3|5
HAaBaHTA)KCHHS) TOCTYIIOM B IHTEPHET, JOKAJIbHA 3 JOCTYIIOM [0
BHYTPIITHIX pecypciB (BeO)
7 |IT xomnanis 2 (OamaHcyBaHHS 1 PlokanbHa 3 JOCTYyIIOM B IHTEpHET, JIOKalbHa 3|8
[HaBaHTaKCHHS) TOCTYTIOM 710 BHYTPIIITHIX PECYPCiB, TOCTHOBA
8 |Minimkosna 1 0 1 [BimeocmocTepekeHHS,BUMTEINIB 1 AJAMIHICTPAIIL,|9
V9IHIB (JIOKaJbHI pecypcH, IDO3BOJICHI 30BHIIIHI
pecypen)

9 [datamentp (Odic)2 (GamancyBanHs 2 [3oBHImHES 3 AOCTYIOM IO cepBepiB, JokaibHa 3|5 |300M
[BesHOCe-penHbO  [HABaHTaKEHHS) [TocTymoM 10 cepBepiB LIS CITy>KOOBUX OTIEpaLlil,
CepBepHa) [TIKIIOYEHHS 10 mokanbHAa CHIBPOOITHHKIB 3 JIOCTYIIOM [0

nararneHTpy, odic iHTCpHETY, BiJCOCHOCTEPSIKCHHS, JIOTYBaHHS
T TKJTFOY € HII TOCTyITy i KOJOBHX 3aMKiB
uepes JaTaleHTp

6. TexHoJiorii Ta MeTOAM HABYAHHS

[Ipouec HaBYaHHS 3 ITUCLUIUIIHMA IPYHTYEThCS HAa BUKOPHCTAHHI TPAJMIIMHUX Ta Cy4aCHHX TEXHOJIOTIH Ta METOIIB.
30Kpema, JIEKIIT MPOBOSTHCS 3 BUKOPHCTAHHSIM CJIOBECHUX, HAOYHHUX, IHTEPAKTUBHUX Ta MPOOJIEMHUX METOIIB 3 CYNPOBOAOM
MYJIBTAMEIIHHAX TEXHOJOTIH Ta Mpe3eHTAIlifHUX MaTepianiB; JabopaTopHi poOOTH — 3 BHKOPHUCTAHHSIM IPAKTHYHHUX Ta
YaCTKOBO-TIOITYKOBUX METOJIB, METOMIB MPOEKTHOI MISUTBHOCTI i3 3aCTOCYBaHHSAM CYYacHHX 1H(QOPMAIiHO-KOMIT IOTEPHUX
TEXHOJIOTI Ta KOMIT'IOTEPHOTO MOJICTIOBAHHSI; CaMOCTiiHa po0OTa — 3 BHKOPHUCTaHHSIM METOMIB NPOEKTHOI MisUTBHOCTI
MOSICHIOBAJIbHO-UTFOCTPATHBHUX Ta YaCTKOBO-IIOIIYKOBUX METOIIB.

7. MeToau KOHTPOJII0

[ToTo4yHuit KOHTPOJb 3AIMCHIOETHCS MiJl Yac Ja0OPaTOPHUX 3aHSTh, & TAKOXK Yy JIHI MPOBEJCHHS KOHTPOJIbHUX 3aXO/IIB,
BCTaHOBJICHUX POOOYOIO IIPOrpamoro i rpadhikoM OCBITHBOTO HPOLIECY, B T.4. 3 BAKOPUCTAHHSM MOJYJIBHOIO CEpeIOBUINA JIJIst
HaBuaHHs. [Ipy IbOMY BUKOPHCTOBYIOTBCSI TaKi METO/IM MIOTOYHOTO KOHTPOJIIO:

— OLIIHIOBaHHS PE3yJIbTATIB 3aXUCTY JIA0OPAaTOPHHUX POOIT;

— TECTOBHH KOHTPOJIb 3aCBOEHHS TEOPETHIHOTO Ta IPAKTUYHOTO MaTepiaiy.

CemecTpoBuUii KOHTPOJIb IPOBOANUTHCS y hopMi icinTy Ta KypcoBoro mpoekty. [Ipn BUBeneHHI iICyMKOBOI ceMecTpoBO1
OLIHKH BPaXOBYIOTBCS PE3YNbTaTH K IMOTOYHOTO KOHTPOJIIO, TAK 1 IMiJICYMKOBOTO KOHTPOJIO, SIKHH HPOBOJIUTECS 3 YCHOTO
Marepianry JUCHMILTIHYU 3a OlneTaMu, HonepeJHb0 PO3poOIeHNMH 1 3aTBEP/UKEHIMH Ha 3acifaHHi kadenpu. 3100yBad BHIIOT
OCBITH, SIKMI HaOpaB 3 Oy/1b-IKOTO BUAY HaBYaJIbHOI poOOTH, CyMy OaiiB HIDKYY 3a 60 BiIICOTKIB BiJl MAKCUMAJIBHOTO Oairy, He
JIOTTYCKAETHCS JI0 CEMECTPOBOTO KOHTPOJIIO, TOKH HE BUKOHAE 00car podoTH, nepeadadenuii Pobodoro nmporpamoro. 3100yBay
BHIIIOT OCBITH, KM HaOpaB MO3UTHBHUH cepeaHbO3BakeHUH 06ai (60 BiCOTKIB i OiibIIe Bi MAaKCHMAaIBHOTO 0alty) 3 yCiX BU/IB
ITOTOYHOT'O KOHTPOJIIO 1 HE CKJIAB iCITUT, BBAXKAETHCS TAKUM, SIKHHA Mae akageMidHy 3aboproBaHicTs. JlikBigamis akageMiqHOl
3a00proBaHOCTI i3 CEMECTPOBOTO KOHTPOJIO 3IHCHIOETHCS Y MEpioJ] eK3aMeHaIiiHo1 cecii abo 3a rpadikoM, BCTAHOBICHUM
JIeKaHaTOM BiAmoBinHO 10 «[1o0keHHs TPo KOHTPOJIb 1 OIIHIOBAHHS Pe3yiIbTaTiB HaBYaHH: 37100yBaviB BUIIOI ocBiTH y XHY».

8. IlogiTnka AUCHUILIIHA

[oniTnka HaBYANBHOI AMCHMIUIIHM 3arajloM BH3HAYa€ThCS CHUCTEMOIO BHMOI JI0 3700yBaya BHINO OCBITH, IO
nepe10a4eHi YMHHUMHM TOJOXXEHHSIMH YHIBEPCHUTETY IIPO OpraHi3aliio i HaBYaJbHO-METOJAMYHE 3a0e3NeUYeHHS! OCBITHHOTO
mporiecy. 30KpeMa, MPOXOHKEHHS IHCTPYKTaXy 3 TEXHIKM O€3NeKH; BiIBiAyBaHHS 3aHATH 3 JUCHUILUTIHK € 000B’S3KOBUM. 3a
00’€KTMBHHUX NPpWYMH (MiATBEPIKCHUX JOKYMEHTAJIBFHO) TEOPETHYHE HABYaHHA 3@ IIOTO/DKEHHSAM 13 JIGKTOPOM MOXKe
BiIOYBaTHCh B OH-JIAMH peXuMi. Y CITIIITHE OMMaHyBaHHS JUCIHMILIIHY i GOopMyBaHHS (PaxOBUX KOMIIETEHTHOCTEH 1 MPOTpaMHUX
pe3yJIbTaTiB HaBUAHHS Tependadae HeOOXiAHICTh MATOTOBKH IO JIA0OPATOPHUX 3aHATH (BUBUCHHS TEOPETHYHOTO MaTepiany 3
TEMH), aKTHBHO TIPAITIOBATH HA 3aHATTI, BAKOHATH TOCTaBJICHE 3aBJaHHs, SKICHO IMiATOTYBaTH 3BiT, 3aXUCTHTU PE3YJIbTATH



BUKOHAHOI pOOOTH TOLIIO.

3100yBaui BUIIOI OCBITH MalOTh JOTPUMYBATUCS BCTAHOBJICHUX TEPMiHIB BUKOHAHHS BCIX BB HaBYaJIbHOI poOOTH
BIZMOBIIHO 70 po0Oouoi mporpamMu HaBYalbHOI JUCLMILIIHK. [IpomyrueHe labopaTropHe 3aHSTTS CTYAEHT 3000B’s3aHUM
BiJIIIPAIfOBAaTH y BCTAHOBJICHUI BHKJIAJauyeM TEPMiH, alic HE Ii3Hillle, HDK 3a JBa TIXKHI JO KIHIS TCOPCTUYHUX 3aHATH Y
ceMecTpi.

3acBOEHHS CTYINCHTOM TEOPETHYHOTO MaTepialy 3 AWCIUIUIIHH OI[HIOETHCS 3a pe3ylIbTaTaMH ONHUTYBAHHS i Yac
3axHCTy Ja0OpaTOPHUX POOIT Ta TECTyBaHHS.

3m00yBad BWINOI OCBITH, BUKOHYIOYUH 3aBIAaHHS JAaOOpAaTOPHHUX 3aHATH Ta KypCOBOTO IMPOEKTY 3 IHCHUILTIHH, Mae
JOTPUMYBATHUCS MOJITHKH JOOPOUECHOCTI (3a00pOHEH] CITUCYBaHHS, TUIATiaT (B T.9. i3 BUKOPUCTAHHIM MOOLIEHUX MIPUCTPOIB)).
VY pasi BUSBIICHHS MOPYIISHHS MOJIITHKHN aKaJeMigHOi J0OpOUYECHOCTI B OyAb-IKHUX BHIAX HaBYAIHHOI poOOTH 3100yBad BUIIOT
OCBITH OTPUMYE HE3aJ0BUIbHY OLIIHKY 1 Ma€ MOBTOPHO BUKOHATH 3aBAaHH 3 BiJIOBIIHOT TeMHU (BULy poOOTH), 1110 iepeadaueHi
pobouoro nporpamoro. byne-siki opMu nmopymeHHs akaieMiyHOT JOOPOYECHOCTI He 0ORYCKAIOmMbC.

VY Mexax BHBYEHHS HaBYaJIbHOI NUCLUIUIIHM 3700yBayaM BHIIOI OCBITH MNependayeHO BHU3HAHHA 1 3apaxyBaHHS
pe3ysbTarTiB HaBYaHHs, HAOyTHX HUIIXOM He(OopMajbHOI OCBITH, IO PO3MILICHI HAa AOCTYNMHUX IUIaTPOpMax, SIKi CIIPUSIOTH
(opMyBaHHS KOMIIETEHTHOCTEH 1 MOTTHONIECHHIO pe3yIbTaTiB HABYaHHS, BU3HAYEHUX POOOYOI0 NMPOrpaMoI0 TUCHUILIIHM, a00
3a0e3nedyroTh BUBYCHHS BiIITOBIIHOI TeMH Ta/ab0 BUAY POOIT 3 MporpaMy HaBYAIBHOI AUCIUILTIHY (AeTanbHime y [lonoxxenHi
IPO TOPAIOK BU3HAHHS Ta 3apaxyBaHHs pe3yJIbTaTiB HaBuaHHS 3100yBadiB BUmIoi ocBitn y XHY).

9. OuiHOBaHHS Pe3yJbTATIiB HABYAHHSA CTYJAEHTIB y ceMecTpi

OuiHIOBaHHS aKaJeMiYHHUX NOCSTHEHb 3700yBaya BHINOI OCBITH 3/1MCHIOETbCS BigmoBinHO a0 «llomoxkeHHs mpo
KOHTpOJIb 1 OL[IHIOBAaHHS pe3yJIbTaTiB HaBYaHHs 3700yBayiB Buioi ocBit y XHY». [Ipu motoyHoMy OLiHIOBaHHI BUKOHAHOT
3m00yBaueM POOOTH 3 KOXKHOI CTPYKTYPHOI OJMHUII 1 OTPUMAHKUX HAM PE3yJIbTaTiB BUKJIaa4 BUCTABIISIE HOMY TIEBHY KUIBKICTh
OaiB i3 BctaHOBIeHNX Pobouolo mporpaMoro s 11boro Buay po6otu. [Ipyu nboMy KOXKHA CTPYKTypHa OJMHUIS HaBYaJIbHOT
pobotu Mosxe OyTH 3apaxoBaHa, SKIIO 3100yBay HaOpaB He MeHIe 60 BiICOTKIB (MiHIMAIBHUI PIBCHB JJIs MO3UTUBHOT OIIHKH)
BiJl MAKCHMAJIEHO MO>KJIMBOI CYMH OalliB, IIPU3HAYCHOI CTPYKTYPHIH OXWHUIILI.

[pwu oniHOBaHHI pe3yIbTATIiB HABYAHHS 3400yBadiB BUIIOI OCBITH 3 Oyb-IKOTO BUAY HaBYAIEHOI POOOTH (CTPYKTYPHOT
OJMHHLII) PEKOMEHIYETHCSI BHKOPUCTOBYBATH HaBEACHI HIDKYE y3arallbHeHi KpUTepil:

Tabauus — Kpurepii oniHloBaHHSI HABYAJIbHMX I0CATHEHb 3100yBa4ya BUIOI OCBIiTH
Ouinka Ta piBeHb 10CATHEHHS
3n100yBayvem 3amnaHosanux IIPH
Ta c()OpMOBAHHX
KOMIIETEHTHOCTEI

Y3arajbHeHu# 3MicT KpUTepisi OMiHIOBAHHSA

3100yBau BHIIOT OCBITH TIIMOOKO 1 y MOBHOMY 00CS31 OlaHyBaB 3MiCT HABYaIbHOTO
Marepiaiy, JIeTKO B HbOMY OPIEHTYETBCS i BMIJIO BUKOPHCTOBYE TOHATIIHUIT amnapar;
yMi€ MOB’sI3yBaTH TEOPIIO 3 MPAKTHKOIO, BUPILIYBaTH NPaKTHYHI 3aBJaHHs, BICBHEHO
BUCJIOBJIIOBAaTH 1 OOIPYHTOBYBaTH CBOi Cy/UKeHHs. BigmiHHa oriHka mnepenbavae
BiaminHO (BUCOKMIT) JIOTIYHMI BHKJIAJ( BIAINOBIZI MOBOIO BHKIaJaHHs (B yCHIH abo y mUCBMOBIH (opmi),
JNIEMOHCTPY€E sKiCHe OQOpMIICHHS pPOOOTH Ta HABUYKH pPOOOTH 3 MEPEKEBHM
oOnmamHaHHAM. 31m00yBad HE BaraeThCs MPW BHUIO3MiHI 3alUTaHHS, BMi€ poOHTH
JIETaJbHI Ta y3arajlbHIOK0Yi BUCHOBKH, JEMOHCTPYE MPAKTUYHI HABUYKH 3 BUPIMIICHHS
(haxoBux 3aBaanb. [Ipu BiNMOBIi/I JOMYCTHB OBI—TPH HECYTTEBI HOXUOKU.

3100yBay BUIOI OCBITH BHSBHB ITOBHE 3aCBOEHHS HABYAILHOTO MaTepiay, BOJIOJIE
MOHATIHAM armapaToM, OPiEHTYEThCA Y BABUCHOMY MaTepialli; CBiJOMO BUKOPHUCTOBYE
TEOPETHYHI 3HAHHS [ BUPIIIICHHS MPAKTHYHUX 3a/1a4; BUKJIA BIAMOBIAl TPAMOTHHIA,
Jo6pe (cepenHiii) aie y 3micti i (GopMi BIAMOBiAI MOXYTh MaTH MICIIE OKpeMi HETOYHOCTI, HEUITKI
(hopMyJTIOBaHHS NPABHUII, 3AKOHOMIPHOCTEH TOIIO0. BiAmOBiAb 37100yBaya BUIOT OCBITH
OyIy€eThCS HA OCHOBI CaMOCTIHHOTO MHUCJICHHS. 300yBayu

BUILOi OCBITH Y BI/INOBIJ IOIYCTUB JIBI—TPHU HECYMMEGL NOMUIKU.

3n100yBay BUIIOi OCBITH BUSBHUB 3HAHHS OCHOBHOTO IIPOTPAMHOTO MaTepiary B 00cs3i,
HEOOXiTHOMY JJIsl TTOJAJIBIIIOTO HABYAHHS Ta MPaKTHYHOI AisUTLHOCTI 3a mpodecieto,
CHPaBJSIETHCS 3 BUKOHAHHSAM MPAKTUYHHUX 3aBIaHb, MependadyeHux Mporpamoro. Sk
NPaBUJIO, BiJIOBi/E 37100yBava BUIIOT OCBITH OYJye€ThCS Ha PiBHI PENPOAYKTHBHOTO
MUCIICHHS, 3700yBad BHINOI OCBITH Ma€ CJIa0Ki 3HAHHSA CTPYKTYPH HaBYaIbHOT
JUCHHIUTIHYU, JTOITyCKa€ HETOYHOCTI 1 cymmeei nomunku y BiIIOBIIl, BaraeTbCs MPH
BiJINIOBiJIi HA BUIO3MIHCHE 3aIMUTaHHA. Pa3oM 3 TUM, HAOYB HABHYOK, HEOOX1THUX IS
BUKOHAHHS HECKIQJHUX MPaKTHYHUX 3aBJaHb, SKi BIJMOBINAIOTh MiHIMaJIbHUM
KPUTEPIsSIM OIIHIOBAHHS 1 BOJIOJIi€ 3HAHHIMH, IO JI03BOJITIOTH HOMY TIiJ1 KEPIBHUIITBOM
BHKJIa/Ia4a YCYHYTH HETOYHOCTI Y BiMOBIIi.

3100yBay BUIIOI OCBITH BUSIBUB PO3pi3HEHI, OE3CUCTEMHI 3HaHHS, HE BMi€ BUAUIATH
TOJIOBHE 1 APYTOpPsIIHE, TOMYCKAETHCS IOMUIIOK Y BU3HAYCHHI MMOHSATH, IEPEKPYIYE 1X
3MICT, XaOTHYHO 1 HEBIIEBHCHO BUKJIAIA€ MAaTEPiall, HE MOYKE BUKOPHCTOBYBATH 3HAHHS
IpH BHpIMIEHHI TPAaKTHYHUX 3aBAaHb. SK TPaBWiIO, OIliHKA «HE3aJ0BLIHHOY
BUCTABIISETHCS 3J00yBavYeBl BUIOi OCBITH, SIKHA HE MOXKE IMPOJIOBKUTH HaBYaHHS 0e3
JTIOJTATKOBOT pOOOTH 3 BUBUYCHHS HABYAJIHHOT TUCIIMILTIHH.

3a710BUIBHO (IOCTATHIN)

He3zanoBineHO (HemocTaTHIN)




CTpyKTYypyBaHHS JUCHUILIIHMA 32 BUIAMM HABYAJIBHOI pO0OTH i OLIHIOBAHHS Pe3y/bTATiB HABYAHHSA CTYJAEHTIB

AynutopHa po6oTa | KonTpoasbHi 3axoamn | CemecTpoBHii KOHTPOJIb
III cemecTp

3axucT J1a00paTOpHUX pooiT
1 [ 21314567138
KinpkicTs OaJtiB 3a BujI HaBYaIbHOT poO0TH (MiHIMYM-MakCUMyM)

TecToBUI1 KOHTPOJIb Icnut .
Pazom OaniB

3535 [35]35]35]35]35] 35 12-20 24-40
24-40 12-20 2440 60-100*
IV cemectp

3axucT J1a00paTOpHUX pooiT
1 [ 23145167138
KinpkicTh 0aiiB 3a BUJ HaBUAJIBHOI POOOTH (MiHIMYM-MaKCUMYM)

TecToBUI1 KOHTPOJIb Icnut .
Pazom OaniB

35 [ 35[35[35]35]35]35] 35 12-20 24-40
24-40 12-20 24-40 60-100%
V cemectp

3axucT J1a00paTOpHUX pooiT
1 | 2 ]3] 4156 ] 7] 8
KinpkicTs OaJtiB 3a BuI HaBYaIbHOT poO0TH (MiHIMYM-MaKCUMyM)
35 [ 35[35]35]35]35]35] 35 12-20 24-40
24-40 12-20 24-40
Ilpumimku: *3a HaOpaHy 3 Oy/Ib-IKOT0 BUy HABYaJIbHOI POOOTH 3 AMCIMILTIHYU KiJIbKICTh OaJliB, HIXKUE BCTAHOBIICHOTO
MiHIMyMy, 3700yBay OTpHMY€ HE3aJOBUILHY OLIHKY 1 Mae€ ii mepe3jaTd y BCTAaHOBJICHMH BHKIanaueM (JI€KaHOM) TEPMiH.
[HCTHUTYIIiHA OIliHKA BCTAHOBIIOETHCS BIAMOBIAHO 10 Tabmuili «CHiBBiTHOMIEHHsI iIHCTUTYNifiHOT MIKadH OUiHIOBAHHS i

mkanau oniHoBanHsg €EKTC».

TecToBUI1 KOHTPOJIb Icnut .
Pazom OaniB

60-100*

OuiHoBaHHS pe3yJbTaTiB 3aXMCTY J1a00paTOPHOI po6oTH

Bukonana it oopmieHa BiINOBIAHO O BCTAHOBJIEHHX METOAMYHHMHU PEKOMEHIANisIMH BHUMOT JabopaTtopHa poboTa
KOMIUIEKCHO OIIIHIOETHCSl BHKJIAAa4eM IIpH il 3aXMCTi 3 ypaxyBaHHAM TaKHX KPHUTEpiiB: caMOCTIHHICTh Ta MpPaBHIIBHICTH
BUKOHAHHS;, TOBHOTA BIAIIOBIII.

Pesynbrar BUKOHAHHS 1 3aXHCTY 3400yBaueM BHIIOi OCBITH KOKHOI J1a00paTOpHOi pOOOTH OIIHIOETHCS BINMOBITHO 10
tabiuui «Kpurepii oniHioBaHHS HaBYAJBLHUX JAOCSTHEHb 3100yBaya BULIOI OCBiTH» (MiHIMAIBHUN IMO3UTUBHUN Oan — 3
0anu, MaKCUMaJIbHUN — 5 OaiiB).

VY BuUNajKy BHSBJICHH 3/100yBaueM piBHS 3HaHb, HIXKUOTO HiXK 60 BiJICOTKIB BiJl MAKCHUMaJIbHOTO 0ajly, BCTAHOBJICHOTO
Po0ouor0 mporpaMoro i KOXKHOT CTPYKTYPHOI OUHHMIII, JabopaTopHa poboTa HOMY He 3apaxoeyembcs 1 s ii 3aXUCTy BiH
Mae JieTalbHillle ONpalfoBaTH MaTepial 3 TeMH POOOTH, METOJUKY 11 BUKOHAHHS, BUIIPABUTH rPy0il MOMHIIKH Ta IOBTOPHO BUITH
Ha ii 3aXMCT y IPU3HAYEHHUH /I [IbOTO BUKJIaadeM Jac.

Ouinky, oTprMaHy 3a 1abopaTopHy poOOoTy, BUKJIaaad OTOJIONIYE CTYACHTY OJpa3y IMicJIs 3aXHUCTy JlabopaTopHOI podoTH
1 IPOCTaBIISE B €NIEKTPOHHUHN JKyPHAI IUCIUIUTIHH.

OuiHoBaHHS pe3yJbTATiB TECTOBOI0 KOHTPOJIIO

Koxxumii 3 TectiB, mependadennx PobGouoro mporpamoro, ckiamaerscst i3 20 TECTOBHX 3aBIaHb, KOKHE 3 SIKHX €
PIBHO3HAYHHM.

BiamoBinHO 10 TaOiuMIi CTPYKTypyBaHHs BHAIB pOOIT 3a TECTOBHMH KOHTPOJb 3100yBau 3ajJeXKHO BN KUIBKOCTI
NPaBUJIBHUX BIAMOBIieH Moxe oTpumarH Bij 12 mo 20 Gais.

Po3noain 0aJiB B 3a71€:KHOCTI BiJ HAJAHUX NPABUJILHUX BiANOBiaell HA TecTOBI 3aBIaHHA
KisIpKicTh MPaBUIIBHUX BiIIOBIIEH 0-11 12 13 14 15 16 17 18 19 20
BiJIcOTOK MpaBUIIbHUX BiJIIOBIIEH 0-55 60 65 70 75 80 | 85 920 95 | 100
KispKicTh OTpMaHuX 0aiB 0 12 13 14 15 16 17 18 19 20

Ha rtectyBanns BimBomutbcs 20 xBuwimH. CTyOeHT NHPOXOTUTH TECTYBaHHSA B OH-JNAMH pexuMi y MoayipHOMY
CepeloBUIIl JIsl HaBYaHHS. TakoX, CTyJCHT MOXKE€ MPOXOAWTH TECTYBaHHS MUCHMOBO, 3alMCYIOYM TPABHWILHI BiIMOBimI y
TaJoHi BinmoBiaen. [Ipu oTpuMaHHI HETATUBHOT OIIHKK TECT CJIiJ] TIEPE3/IaTH 10 TEPMiHy HACTYITHOTO KOHTPOIIO.

OuiHBaHHS KypCOBOIO NPOEKTY.

IIpn ouiHIOBaHHI KypCOBOTO IPOEKTY BPAaXOBYETHCS AOTPUMAHHS pPsly BUMOT. BHKOHAHHS KypCOBOTO IIPOEKTY
nepeoavyae IpyHTOBHE BUBUEHHS JIITEPATypHUX JUKEPEN 3 00paHoi TeMH, TEOPETHYHI 3HaHHS Ta NPaKTU4YHI HAaBHYKH, aHAII3Y
ocobucro 3i0paHoro (akTHYHOTrO Marepianxy, abo ONpalfoBaHHS MarepialiB iHIIUX JOCIIIHHKIB, BIACHE TBOpYE OayeHHS
crynenra. [Ipu mpoBeieHHI 3aXUCTy Ta OLIHIOBAaHHI KYPCOBOTO IPOEKTY HEOOXiTHO KEPyBaTHCS HACTYITHUMH KPUTEPiIMHU.

Ormiaka «BiAMIHHO» BHUCTaBISETHCS, AKIIO: KYPCOBHI MPOEKT BUKOHAHUH B MMOBHOMY 00CS31 BIAMOBIAHO 10 3aBIaHHS,
poboTa IeMOHCTPY€E TBOPUHIA MMiJIXiJl, TEXHIYHO JOCKOHAJIA.

VY TOsACHIOBANBHINA 3alUCIi TEOPETHYHWHA MaTepian IOJaHO IOCHiZOBHO, TPaAaMOTHO BHKOPHUCTAHO CIICIiaIbHYy
TEePMIHOJIOTi10. Pe3ynbTaT BUKOHAHOTO MPOEKTY MOBHICTIO Bi/IMOBI/Ia€ YUHHNUM SKICHUM Ta KiJIbKICHUM ITOKa3HUKaM abo MOxe
OyTu kpamuii Bix Hux. [1ig yac 3axucTy KypcoBOrO IPOEKTY Ha BCi 3alIUTaHHS JaHO BUYEPIHY BiAIIOBIIb.

Ouinka «100pe» BHCTABISETHCA, SKIIO: 3400yBad BHKOHAB IOCTABJICHI 3aBJAaHHS Ha HAJICKHOMY DIBHI Ta ITOKa3aB
BOJIOJIIHHSI CUCTEMHHMMH Ipo¢eciiHUMI 3HaHHAMHU B MOBHOMY 00cs3i. [IpoekT BUKOHaHWH 3 BpaxyBaHHSIM BCTaHOBJICHUX
BUMOT, IEMOHCTPY€E TBOPYMH MiJXif, ajle Ma€ He3HAYHI TeXHIUHI Hepomiky. I1i yac 3axucTy KypcoBOTO MPOEKTY y BiJIOBLIAX
MOXJIMBI 1-2 HETOYHOCTI B TEPMIHOJIOTI] Ta IPYTOPSIIHUX BUCHOBKAX.



OuiHka «3a0BLIBHO» BHCTABJISAETHCS, SKIIO: 3700yBay IPM BHKOHAHHI KYpPCOBOI'O HPOEKTY Ha pI3HHUX eTamnax
MIPUITYCKaBCsl IIOMMJIOK 1 HETOYHOCTEH, SIKI YaCTKOBO BUIIPABIISIB CAMOCTIHHO Ta ITiCJIst KOHCYJIBTALI] 3 KepiBHUKOM. [IpoekT Mae
OKpeMi HEJOJIIKW, ajle B LUIOMY Mae€ 3aBepllieHui BumA. [lig yac 3aXmcTy KypcoBOTO MPOEKTY 37400yBad Ha 4YacTHHY
MIOCTABJICHUX 3allUTaHb HE JaB BiJIOBI/I, a00 5K BIAMOBIl OyJIM HE TOBHI.

OrmiHKa «He3aA0BIJIbHOY BHCTABIIETHCA, SKIIO0 KypCOBHI NMPOEKT BUKOHAHUI HE y TIOBHOMY OOCS3i Ta 3 BIIXWICHHIM
BiJ BU3HAUYEHOI TeMaTHKH. [IpO€KT HEe BiMOBiJa€ BCTAHOBICHHM BIMOTaM, MICTHTB I'py0i IIOMIUTKH, IIi/T 9ac 3aXHCTy KypCOBOTO
MIPOEKTY 3400yBad HE /1aB BiAMOBiI Ha OLIBIIICTh IOCTABIICHHUX 3aIIUTaHb. TaKUi KypCOBHH MPOEKT MOTPeOye mepepoOKH.

[Ipu omiHfOBaHHI KypCOBOTO IPOEKTY BUKJIANA4 KEPYETHCS y3araJbHEHUMH KPHUTEpiSMH, HABEJCHUMHU y TaOJHII
«Kpurepii oniHIOBaHHS HABYAJbHHX JOCATHEHDb 3100yBaya BHINOI OCBiTHY» (MiHIMaJIbHMN NO3UTHUBHUM Oam — 60 Oamis,
MakcuMaibHuH — 100 6amiB).

OuinoBaHHs pe3yJbTATIB Mi/ICYMKOBOI'0 CEMECTPOBOI0 KOHTPOJIIO (iclUT)

OcgiTHs mporpama nepeadayae miJICYMKOBUI CEMECTPOBUI KOHTPOJIb 3 AUCIMILTIHU Y (OPMI ICTIUTY, 3aBJaHHSM SKOTO
€ CHUCTeMHe 1 00’€KTHUBHE OILIIHIOBAHHS SIK TEOPETHYHOI, TaK 1 IPaKTUYHOI MirOTOBKH 37100yBaya 3 HaBYAIBHOI JUCLUILIIHH.
CkJ1azaHHs iCIUTY BiIOYBa€eThCs 3a MOMEPEIHBO PO3POOJICHUMH 1 3aTBEpXKEHUMH Ha 3aciaHHi kadeapu Oineramu. BinnosigHo
JI0 IIHOTO B €K3aMCHAIITHOMY OiJIeTi TPONOHY€ETHCS IMOEJHAHHS IUTAaHb K TEOPETUIHOTO, TaK 1 IMPAKTHYHOTO XapaKTepy.

Tabauna — OuiHioBaHHS Ppe3yJbTATIB HiICYMKOBOr0 ceMeCTPOBOro KOHTPOaI0 3100yBauiB (40 OamiB mus
MiICYMKOBOI'0 KOHTPOJIIO)

JJ15l KOJKHOr0 OKpPeMOro BHIY 3aBIaHb
B 32B1aHE MinimMajabHuM HoTenuiiini no3uTHBHI MaxkcumajabHUi
(nocratHiii) 6aa O0asm* (cepenHii 6aJ) (BUCOKHUIT) 0as
(32/10BiJILHO) (100pe) (BiAMiHHO)
Teopernune nutanns Ne 1 6 8 10
Teopernune nutanas Ne 2 6 8 10
IIpakTrune 3aBnanHs Nel 12 16 20
Paszom: 24 40

Ilpumimka. *Tlo3uTuBHUI 0an 3a icUT, BIAMIHHUK Bing MiHIMambHOTO (24 Oamm) Ta MakcuManbHOro (40 OaiB),
3HAXOIMTHCS B Mexkax 25-39 GaiiB Ta po3paxoByeThCS K cyMma 0alliB 3a yCi CTPYKTYpHI €JIeMEHTH (3aBIAaHHS) iCITUTY .

J1Jis KO)KHOTO OKPEMOT'0 BHIY 3aBIaHb IMiJICYMKOBOTO CEMECTPOBOIO KOHTPOJIIO 3aCTOCOBYIOThCS KPUTEPIl OIIHIOBAHHS
HaBYAJILHUX JOCATHEHb 3700yBaya BULIOI ocBiTh, HaBeneHi Buiie (Tabaunss — Kpurepii omiHioBaHHS HaBYaJIbHUX
JOCATHEHb 3100yBa4ya BUILOI OCBiTH).

[TincymkoBa cemecTpoBa OILiHKa 3a IHCTUTYUiHHOIO mKanowo i mkanoo €KTC Bu3HauaeThCst B aBTOMAaTH30BAaHOMY
PEKHUMI ITiCIIsl BHECEHHS! BUKJIAJIaueM pe3yJIbTaTiB OLIHIOBaHHS y 0ajax 3 YCiX BWJIB HaBYaJIbHOI POOOTH 1O €IEKTPOHHOTO
xKypHaiy. CHiBBiTHOIICHHS IHCTHTYHIHHOI ITKaIHW OIiHIOBaHHA i Imkanu ouiHioBaHHI €KTC HaBemeHi Hmk4e y TaOMUI
«CI1iBBITHOIIIEHH .

CeMecTpOoBHUH iCITUT BUCTABIAETHCS, SKIIO 3arajbHa cyMa OalliB, SKy HaOpaB CTYACHT 3 AWCIHUILIIHU 32 pe3yJIbTaTaMiu
ITOTOYHOT'O KOHTPOITIO, 3HAXOAUThCs Y Mexkax Big 60 mo 100 Gamnis. [Ipu 1ipoMy 32 iHCTUTYIIIIHOIO IIKAJIO0 CTAaBUTHCS OIlIHKA
«BIIMIHHO/IOOpE/3a10BLTEHOY, a 3a mKanor €KTC — OykBeHe TO3HAYCHHS OLIHKY, IO Bi/INOBifae HaOpaHii CTYICHTOM CyMi
OaiB BiamoBigHO A0 Tadmumi CIIiBBIIHOIIIEHHS.

Ta6auusa — CniBBigHOIEHHS iHCTUTYHiHOT KA OWiHIOBaHHA i mKaau ouinoBanusa EKTC

. . IncTutyuiiina mkana (Onuc piBHsI 10CATHEHHS 3100yBayeM BHILOI OCBiTH
Ouinka PeiiTunrona . . .
. 3aMJIAHOBAHMX Pe3yJIbTATIB HABYAHHS 3 HABYAJIbHOI TN CIHHILTIHA
€EKTC KaJa 6aJis - " v .
3ajik Icnut/nudepenniiioBanuii 3ajik
Biominno/Excellent — Bucokuii piBeHb JIOCATHEHHs 3aIJIAHOBAHUX pE3yJIbTaTiB
A 90-100 HaBYaHHS 3 HaBYAJbHOI MUCHHILTIHM, II0 CBIMYUTH PO OE3YMOBHY TOTOBHICTB
° 31100yBaya J10 MOINIBIIOro HaBYaHHs Ta/abo npodeciiHol IisuIbHOCTI 32 paxom
B 83-89 5 Hoope/Good — cepenniii (MakCMMaJbHO JOCTATHIM) piBeHb JOCSTHEHHS
C 7382 § 3aIUTAHOBAHUX PE3YJIbTATIB HaBYaHHS 3 HaBYANBHOI NUCIMIUIIHA Ta TOTOBHOCTI JI0
8 MOIaJIBIIIOTO HABYAHHA Ta/a00 mpodeciiHoi MisTbHOCTI 32 haxom
D 66-72 3 3aodosinvno/Satisfactory — HasiBHI MiHIMaIBHO JOCTATHI JJIsI TOIATBIIIOTO HABYAHHS
E 60-65 Ta/abo mpodeciiHol MisUTBHOCTI 3a ()axoM pe3yJIbTaTH HaBYaHHS 3 HABYAIBHOI
] JMCIUTIIIHA
o He3zaooginvno/Fail — Hu3ka 3amiaHOBaHUX pe3yNbTaTiB HABYAHHS 3 HABYAIBHOI
FX 40-59 28 JUCHHTUTIHA BiICYTHA. PiBeHb HAOyTHX pe3yNbTaTiB HABUAHHS € HEJOCTATHIM JIJIS
§ g MOJJAJIBIIIOTO HAaBYaHHS Ta/ab0 mpodeciiHoi AisTbHOCTI 3a haxoMm
F 0-39 = He3zaooginvno/Fail — Pe3ynpTaT HABUaHHS BiJICYTHI

10. ITnTanHd 1J1s1 CAMOKOHTPOJIIO Pe3yJIbTATIB HABYAHHSA

Tpemiii cemecmp
3aBaaHHs Oe3MeKn KOMIT I0TepHUX Mepek. DI3UUHHI 3aXHUCT MEPEeX.
[IporpamHi Ta amapaTHi 3aC00M 3aXHUCTy MEPEXK.

AMiHICTpaTHUBHI 3aX0/11 O€3MEKN KOMIT FOTEPHUX MEPEXK.
ITOHATTS KOMIT IOTEPHHUX MEPEK.

Turu Mepex.

ATmapartHi Ta IporpaMHi KOMIIOHEHTH KOMIT IOTEPHUX MEPEK.
MepesxHi TOTOoIOoT 1.
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Mogens OSI.

Mogpens TCP.

MeperkeBi IPOTOKOJIH.

[Tporokonu 1poToBHX i 6E3APOTOBUX MEPEK.
CrannmapTHi opTH.

IIporoxonun WLAN.

Iporokomu Bluetooth, NFC i RFID.
IIpoTokomu Zigbee i Z-Wave.
[ToxOmiHHS CHCTEM CTiITBHUKOBOTO 3B'S3KY.
MepesxeBi CITyKOmH.

Kiient-cepBepHa apxiTekTypa.
DHCP-cepsep.

DNS cepsep.

Cepsep IpyKy.

daiinoBuil cepsep.

Beb cepaep.

[lomrroBuii cepsep.

Ipoxci cepsep.

Cepsep aBTeHTH(DIKAIII].

Syslog cepsep.

OCHOBHI MepekeBi MPUCTPOI.

MepexeBa inTepdeiicHa kapra.
[ToBTOprOBaYi, MOCTH Ta KOHIIEHTPATOPH.
KepoBaHi Ta HekepoBaHi KOMYTaTOpH.
Be3npoToBi TOYKH JOCTYITY.
MapupyTuszaTopu.

MikMepexKeBi eKpaHH.

Cucremu BusIBI€HHS BTOprueHs IDS.
Cuctemu 3anobirans BropraeHHsM [PS.
puctpoi UTM.

MAC agpecu.

IP agpecu.

Mepexesi nporokonu. SSL. TSL. SOCS.
besneka mepexkeBUX MPUCTPOIB
MepexeBi 3arpo3u

Heiitpanizaiiiss MepexeBUX 3arpo3
3axucT AOCTYIy A0 MPHCTPOIB
[Tpu3HayeHHs aJMiHICTPaTUBHUX POJIEeit
MOHITOPHHT IPUCTPOIB 1 KEPyBaHHSI HUMHU
BuxkopucTaHHs aBTOMaTHYHHUX (QYHKIIiH 3a0e3meueHHs Oe3neKn
3axuCT IUIONIMHN YIPaBIiHHS
Texnomnorii 6panaMayepa.

Crucku koHTpoIo poctymy (ACL).
30HaIBHI MIXKMEPEKEBi EKpaHH
ABTeHTH(DIKALSA, aBTOPU3ALLSA Ta 00K
[Tpuznauenns AAA.

JlokanbHa ayTenTHdikamis AAA
Cepaepae pimeHHs AAA.

Cepsepna ayrentudikamis AAA.
CepBepna aBTopu3allis Ta 007k AAA.
Asrenrudikanis RADIUS.

Yemeepmuii cemecmp
Besmneka nokansHuX Ta BipTyanpHuX npuBaTHUX Mepex (LAN, VPN)
Besreka KiHIIEBUX PUCTPOIB
daxTopu Oe3neKn JTOKaIbHOI Mepexi
Mepexi VPN
IIporokoi IPsec
Komnonentn mepexi IPsec VPN i ix GpyHKIionyBaHHS
Peanizanis mepex [IPsec VPN mix nBoma myHktamu 3a gornomororo CLI
CucTteMu BUSBIICHHS Ta 3alI00iraHHS BTOPTHEHD
Texnoumnorii IDS

. Texnomnorii IPS. Curnarypu IPS. BupoBakenns IPS

. Ipucrpoi 3abe3neuenns 6e3nexu

. Cisco Adaptive Security Appliance

. Kongirypauis 6panamayepa ASA

. O0’exTHI rpynu, cnucky KoHTpoutto nocryny, NAT Ha ocHOBI ASA
. Kondirypamis ASA VPN
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MoHiTOpHHT Mepexi

Cuctemu kepyBaHHs Mepexero (NMS)

IIporoxon SNMP

IIporokon IP SLA

VYnpaBiiaH 0€31eK0I0 MEPEKEI0

TectyBanHs 6e3meKn Mepexi

Po3pobka KOMIUIEKCHOT OJITHKH O€3IeKH

Knacudikamist 3arpo3 y KOMIT FOTEPHHX Mepekax

Metonu ayteHTH(DIKALIT KOPUCTYBAdiB y MEpExKi

Mexanizmu kouTpoio goctymny (ACL, RBAC, ABAC)

udpyBanns naHUX y TpaHCOpTHUX npoTokoiax (SSL/TLS, SSH)
IMporoxon RADIUS i #ioro pouss y ueHTpainizoBaHii aBTeHTHIKALT
Buxopucranag TACACS+ y kopnopaTUBHUX Mepexax

3axuct 6e3nporoBux Mepexxk Wi-Fi (WPA2, WPA3, 802.1X)
ApxitekTypa MepexeBoro ekpany (Firewall)

Turm 6pannMayepiB: QimbTpallis makeTiB, CTaHOBA, IPHKIATHA

NAT, PAT ta ix ponb y 3a0e3nedeHHi Oe3neKu

Konmermist Zero Trust y KopmopaTHBHIX Mepekax

Buxopucranas VLAN mis cerMeHTanii Mepexi

MeToau BUSBIICHHS aHOMAJIH y MepekeBoMY Tpadiky

Buxopucranns NetFlow, sFlow ta IPFIX mns MmoHiTOpHHTY Tpadiky
Cuctemu 300py xypHaiis noiit (Syslog, ELK Stack, Graylog)
SIEM-cuctemu: npuHoun podotu ta npukiaanu (Splunk, Wazuh, OSSIM)
PearyBanns Ha innuaentu 6e3neku (Incident Response)

[TmanyBaHHS pe3epBHOIO KOIIIOBAHHS Ta BIAHOBJICHHS Micis 3001B
3axuct cepBepiB DNS i BusiBnenns DNS-arak

Bukopucranns npotokoiniB HTTPS, HSTS, DNSSEC s ninsuiieHHs 6e3neku
Mexamni3zmu 3axucty enekrponnoi momrtu (SPF, DKIM, DMARC)
APpXITeKTypa KOPIIOPATUBHOTO MPOKCi-cepBepa Ta QLIbTpalis KOHTSHTY
Kontpons qoctymy no Bedpecypceis i 3actocyBanHs URL-¢inprpamii
Bipryamizamis mepesxxeBux pynxmiit (NFV) i 6ezmexa SDN
Konretinepusarttis cepriciB i 3axuct y cepenosuii Docker/Kubernetes
Aynut MepexeBoi iHppacTpyKTypu

Bukopucranns Penetration Testing asist ouiHKy Oe31MeKkn Mepexi
Bukopucranns Metasploit Framework juis TectyBanHst 6e3nexu
Amnaiti3 Bpa3nuBocteii i3 3acrocyBanusm OpenVAS, Nessus

3axuct cepsepiB Linux i Windows Server y KOpropaTHBHOMY CepeI0OBHIII
TToJIiTUKY OHOBJIEHD 1 MATY-MEHEIPKMEHT

Po3mexxyBanHs nipaB noctymny B Active Directory

Besneuna xoH(piryparist KOMyTaTOpiB i MapIIPyTH3ATOPIB

Mexani3zmu 3axucty Big DDoS-atak

3axuct Big MITM, ARP-spoofing Ta IP-spoofing atak

Buxopucrannas VPN Site-to-Site i Remote Access s 3aXucTy KaHATIB
[ToOymoBa cerMeHTOBaHO1T O€3MEeYHOT TOIIOJIOTIi KOPIIOPATUBHOI MEpexi
[MpakTryHi 3ac00M KOHTPOIIIO MepexeBoi Oe3neku B cepepoBuii SOC

IPamuii cemecmp
SIki OCHOBHI 3arpo3u NpUTaMaHHi 0e3pOTOBUM Mepexam?
Sk knmacugikyloThCs aTaku Ha 0e3JpoTOBI Mepexi?
Y oMy nomAraroTh 0COOIMBOCTI MACHBHUX 1 aKTUBHUX aTak Ha Wi-Fi?
SIKi kpHUTepii BAKOPUCTOBYIOTH JJIsl OLIHKH 3arpo3 y 0e3pOTOBHX Mepexax?
OcHOBHI IpUHIMIY 1TOOYZI0BH Oe31eqHoi 6e3/1poTOBOT Mepexi?
SIki TexHOIOTIT 320€31e4yIoTh aBTeHTH(IKAIliI0 B 0€3JpOTOBUX MepesKax?
SIKi mMiAX0M 3aCTOCOBYIOTH /ISl BUSIBIICHHSI BTOPTHEHb Y 0€3/IpOTOBHX cHcTEMaXx?
SIKi OCHOBHI METOM OLIIHKH PU3UKIB Y 0€3APOTOBUX Mepexax?
SIkxi ocHOBHI KaTeropii 3arpo3 it MOOITEHIX TPUCTPOiB?

VY "oMy monArae HOHATTS KUTTEBOTO IUKITY PIilICHb i3 Oe3neKH MOOITBPHUX MPUCTPOIB?
. SIki TMTIOB1 Bpa3nMBOCTI MarOTh MOOIIBHI onepamniiiHi cuctemu Android ta i0S?
. SIki MexaHI3MH BUKOPHUCTOBYIOTHCS JJIS IEHTPATi30BaHOTO YIIPABIiHHSI MOOITBHUMH IpHCTposimMu (MDM)?
. SIxi OCHOBHI 3arpo3u peai3yrThcs Yepe3 MOOUIbHI JoIaTKu?

. SIk mepeBipseThCS 3aXUIEHICTh MOOITBHUX JOJATKIB?

. SIki 0cOOIIMBOCTI MarOTh 3arpo3u AJIs TeJIeKOMYHiKaliiHuX cucreM 4G 1 5G?

. SIki MeToI1 BUKOPHCTOBYIOTH JUIsl IM(PYBAHHS JaHUX HAa MOOUTBHUX MPUCTPOSIX?
. SIki ocHOBHI apxiTeKTypHi piBHi cuctem [oT?

. SIki 3acobu aBroMaTH4HOI ineHTH(iKaLi] BUKOpUCTOBYIOThCS B 10T?

Y gomy nossrae npuHIMI podotu TexHoorii RFID?

. SIki ocobnuBocti Mae TexHonoris Bluetooth Low Energy (BLE)?
. SIxi BinminHOCTI Mix TexHONOTiSIMU ZigBee, Wi-Fi Ta LPWAN?



22. Y yoMy nossraloTh OCHOBHI mpobiemu o6e3nexu [0T?

23. Slki TunoBi BpaznuBocTi Bractui loT-npuctposm?

24. Sk 3abe3nedyeTbcs KOH(IACHIIHHICTE naHuX y cuctemax [oT?

25. SIky poib Bipirpae kpunrorpadis B apxitexrypi 6e3nexu [oT?

26. SIkuM 9UHOM TEXHOJIOTiA OIIOKUYEHH MOJKe miABUIIUTH Oe3nexy [oT?

27. Slxi Bupm kibepaTak HaidacTime cipsmMoBaHi Ha loT-mpuctpoi?

28. SIxi BUMOTH BHCYBArOThCs 10 (izmuHOi 6e3mexn loT-mpuctpois?

29. SIki Moperni cepBicCiB BUKOPHCTOBYIOTECS B XMapHHX oOuncieHHsx (laaS, PaaS, SaaS)?

30. Y womy moJsrae pi3HHUISA MK MIPUBATHOIO, ITyOJIIYHOIO Ta TiOPUIHOIO XMapor0?

31. Sxi ocHOBHI enemeHTH apxirektypu OpenStack?

32. Y yomy mnepeBaru Ta pusHKH XMapHoi iHppacTpyKTypH A Ge3Mnekn faHux?

33. o Take rymanni oouucnenns (Fog Computing) i e BOHH 3aCTOCOBYIOTHCS?

34. Ski ¢pyHkuii peanizye apxitektypa OpenFog RA?

35. Sk npamroe Amazon Greengrass 1 YMM BiH BiAPI3HSA€ETHCS Bil TpaIULIHHUX XMapHUX CEepBiciB?
36. SIki KIIOYOBI XapaKTepPUCTHKN BH3HA4alOTh TexHouorii Big Data?

37. Y womy nomsrae mporec Data Science i K BiH BUKOPHUCTOBY€EThCS Y cepi Oe3nmexu?

38. ki 3arpo3u npuTaMaHHi 30epiraHHIO BETHKNX JaHUX y XMapi?

39. Sk cTBOpUTH pobOYE CepeNOBHUINE A AyAUTY OE3IeKH 0e3POTOBUX MEPEK?

40. SIxi eTanu BKJIIOYAE MPOIEC BUABJICHHS Ta aHAJi3y Bpa3IMBOCTEH O0€31pOTOBHX MEpexk?

41. Slxi MeToau 3aCTOCOBYIOTH [UIS 3aMT00ITaHHS HECAaHKI[IOHOBAHOMY JIOCTYITY 10 To4oK Wi-Fi?
42. 'V yomy monsirae poib ceptudikatis i mpotokomis EAP y Oesmerni 6e31poToBuX Mepex?

43. Sk BusiBisitOThCs ataku tuny Evil Twin y myOniuHux 6e31poToBHX Mepexax?

44. Slkum unHom mexanizM 802.1X 3abe3neuye aBreHTUdIKaLil0 KopucTyBauiB y Wi-Fi?

45. SIki mapameTpu CUTHATy aHANI3yIOThCS Mijl YaC MOHITOPHHTY Oe3reKu 6e31poToBOi Mepexi?
46. SIki iCHYIOTh METOJM 3aXMCTY BiJl aTak TUIy aeayreHTudikauii (DeAuth)?

47. SIk 301HCHIOETBCS PO3MEIKYBAHHS JIOCTYITY B TOCTHOBHX O€3POTOBUX Mepexax?

48. SIki IHCTpYMEHTH BUKOPHCTOBYIOTBCS JJIS ayJUTy Oe3NeKH 0e3poTOBUX Mepex (Hampukian, Aircrack-ng, Kismet)?
49. Sx mpotoxomu WPA2-Enterprise Ta WPA3 minBumytoTs 6e3nexy aBTeHTU(IKAIII?

50. ki ocHoBHI BigmiaHOCTI Mixk PSK i Enterprise-pexxuMamu 6e3apoTOBHX Mepek?

51. fx MoOiTBHI MPUCTPOT BU3HAYAIOTH O€3MEeYHi 3’ €HAHHS i/l YaC POYMIHTY MiXK TOUYKaMH TOCTYITy?
52. SIKi pU3WKH CTBOPIOIOTH BIKPHUTI TOUKH JOCTYITY y IyOIiYHUX TpocTopax?

53. Sx BuxopuctaHHs VPN Moxe MiABUITUTH PiBeHB 3aXUCTy y myOmiganx Wi-Fi mepexax?

54. SIki craHmapTH BU3HAYAIOTh BUMOTH A0 O€3MEeKH MOOITBHUX MEPEX I’ ITOrO MOKOIIHHS?

55. ¥V yomy nossirae posb SIM-6e3nexu y MoOiibHuX Mepexax 4G/5G?

56. SIki MexaHI3MU BUSIBJIICHHS aHOMaJili BAKOPUCTOBYIOThCS B cucTemMax Oesneku [0T?

57. Sk MoxHa peajizyBaru i30isuito cermeHTiB [oT y koprnoparusHiii Mepexi?

58. Slki meroau aBTeHTH(IKALT 3aCTOCOBYIOTH ISl 3aXHCTy KOMYHikauiid mix loT-npuctposmu?
59. SIki pu3uKu BUHHUKAIOTH 1pu iHTerpanii loT-npucTpoiB y xmapHi ekocucremu?

60. Sxi npuHIMITK TOTPiIOHO BpaXOBYBATH ITiJ] Yac MPOEKTyBaHHs Oe3nednoi iHppactpykrypu [oT?

11. HaB4yaJabHO-MeTOHYHE 320€3IeYeHHA

OcBiTHIH TIporiec 3 MUCHHUILTIHM «3axucT iH(opMarmii B iHpOpMamiiHO-KOMYHIKAIIHHIX CHCTEMax» 3a0e3ledeHuit
HEOOXiTHIMHU HaBYAIbHO-METOJMYHIMH MaTepiallaMH, 10 po3MimieHi B MoayinsHoMy cepenosuli it HaBdaHHI MOODLE:

1. Kypc «3axuct iHpopMmarii B iH(pOpMaNiHHO-KOMYHIKAaIli HHIX CHUCTEMax.
https://msn.khmnu.edu.ua/course/view.php?id=5910

12. MarepiajbHO-TeXHi4YHe Ta MporpamMHe 3ade3ne4eHHs1 AUCUMILTIHU (32 TOTpedn)

Indopmaniiina ta komm’torepHa miarpumka: 1K, mmanmer, cMaprdoH abo iHIIMKA MOOITBHUI TPHCTPIH,
MyJIbTEMEiHHUN npoekTop. IIporpamue 3abesmeuenns: nporpamu Microsoft Office abo aHanoriuxi, JOCTYm 10 Mepexi
InTepner.

CrneuiansHe nporpamue 3abesneuenns: Cisco Packet Tracer, Wireshark, Putty, Nmap, Kali Linux.

O6mnagnanss: mapmpyrtuzaropu Cisco 4000 cepii, Mikrotik; mikmepeskeBi expann Cisco ASA, Fortinet; keposani L2,1.3
komytatopu Cisco Catalyst 2960, D-Link, TP-Link, Mikrotik, Ubiquiti; Touku goctymy Cisco, Ubiquiti, TP-Link Tomro.

13. PexomengoBaHa Jitepatypa
OcHoBHA

1. Kowmm’rorepHi Mepexi : HaBd. mocib. [Enextponnuii pecypc] / A. B. Uenunora, A. A. €¢imenxo, K. C. Pynaxos, A. O.
JlaBmancekuii, €. B. Jlancekux, E. B. @aype ; M-Bo ocBiTH i Haykn YKpaiHu, Uepkac. mep. TeXHON. YH-T, [lepxaBHuUA
yHiBepcureT «XKuromupcrka nosnitexHikay. — JKuromup : JlepxaBanii yHiBepcuTeT «KutoMupcrka mositexHikay, 2025. 386 c.
2. Kowmrm’rorepri mepexi: [Kuura 1. Texrosorii koM 1oTepHUX Mepe] : HapuanbHuil mocionuk / C. I1. €scees, H. B. [[eHok,
M. 1O. Tonka4dos Ta iH. — XapkiB, — JIbBiB : «HoBwuit Csit — 2000», 2025. — 471 c.
3. KomrurekcHa Oe3neka iHdopMmaniiHUX MepeXeBHX CHCTEM: HaBYaJbHUHM MOCIOHHMK Uil CTYAEHTIB cremniaibHocTi 174
«ABTOMaTH3alis, KOMII IOTEPHO-IHTETPOBaHI TEXHOJIOTIi Ta podoToTexHikay / Yinanaui: A.I. Mukntummz, M.M. MutHuK,
O.C. T'onorenko, B.B. Kapramos. — Tepromnins : ®OII [Mansaums B.A., 2023. — 324 c.
4. Texnosorii 3a0e3neueHHs Oe3nexu Mepexenoi iHdpactpykrypw/ B. JI. Bypsuok, A. O. Anocos, B. B. Cemxo, B. 1O.
Coxkoros, I1. M. Cknanannnii. — K.: KYBI', 2019. — 218 c.
5. Indopmaniitna 6e3nexka: Hau. nocionuk / H0. 5. Bobano, 1. B. I'op6aruii, M. [I. Kicennunuk, A. I1. Bonnapes, C. C.
Boiitycik, A. . I'opnenrok, O. A. Hemkosa, 1. M. XKypasens, b. M. Bepesiok, €. 1. fkosenko, B. I. Orenko, 1. 5. Tumuk; 3a



3ar. pel. a-pa TexH. Hayk, npod. 0. 5. bobana Ta n-pa TexH. Hayk, gou. 1. B. ['opbaroro. — JIsBiB: BunaBaunreo JIbBiBCHKOT
nomitexHiku, 2019. — 580 c.
6. OcHoBu kibepOesneku: besmeka 0Oe3npoToBux Ta MOOUThHHX TexHouorili / IBanenko O.I1., KoBanenko M.C. — Kuis:
HauionaneHuii TexHiuHMi yHiBepcuteT YKpainu, 2022. — 240 c.
7. MoOinbHi Mepexi Ta 6e31poToBi komyHikarii: Teopis Ta mpaktuka 3axucty / I[lerpo B.JIL., 'oruapenko T.M. — XapkiB:
XapKiBCHKUH HAIIOHAFHUH YHIBEPCHTET paxioenekTponiku, 2023. — 210 c.
8. besmexka inTeprery mpomos: Jlicoerko O.I'., lllesuenko .M. — JIpBiB: JIbBiBChKa momiTexHika, 2023. — 180 c.
9. Kibepbesneka MoOinpHEX mpuCcTpoiB Ta momaTkiB / Amurpyk H.C., ITaBnenko P.B. — Opneca: Omecpkuii HarioHaIBHUI
yHiBepcurer imeHi .I. Meunukosa, 2022. - 230 c.
10. OcHoBH 3axucTy JaHuX y Oe3nporoBux Mepexkax / Kozmos A.Il., Tkauenko O.B. — [Quinpo: JJHINpoBChKHN HAI[iOHATEHUH
yHiBepcureT iMeHi Onecs 'onuapa, 2022. — 200 c.
11.3axuct indopmanii B mepexxax Wi-Fi: cyuacni metomu Ta 3acobu / Muxaitnenko B.C., 3ybapes 1.B. — Kui: Kuischkuit
MOJITEXHIYHMH 1HCTUTYT, 2022. — 220 c.

JdonaTkoBa
12. Wireless Communication Security / (eds.) M. H. Afify, A. M. Eltawil — Hoboken: Wiley, 2023. - 288 c.
13. Internet of Things Security and Privacy: Practical and Management Perspectives / Ali Ismail Awad, Atif Ahmad, Kim-Kwang
Raymond Choo, Saqib Hakak (eds.) — London: CRC Press (Routledge), 2024. - 258 c.
14. Holistic IoT Security, Privacy and Safety: Integrated Approaches Protecting a Highly Connected World / Konstantinos
Loupos (ed.) — Boston / Delft: Now Publishers, 2025.
15. Secure Communication in Internet of Things: Emerging Technologies, Challenges, and Mitigation / T. Kavitha, M.K.
Sandhya, V.J. Subashini, Prasidh Srikanth (eds.) — Boca Raton: CRC Press, 2024. - 338 c.
16. Security in IoT: The Changing Perspective / Rituparna Chaki, Debdutta Barman Roy (eds.) — London: Taylor & Francis /
CRC Press, 2024. - 136 c.
17.Firmware Security Playbook: 2025 Edition — Practical Checklists, Tools and Templates for loT & Embedded Systems
Security / (compilation) — Independently published / practitioner guide, 2025. - 200 c.

14. Tndopmauiiini pecypcu
1. Monymnsae cepenoBuie ansd HaBdanHsA. URL : https://msn.khmnu.edu.ua/course/view.php?id=5910
2. Enextponna 6iomioreka XHY. URL: https://library. khmnu.edu.ua/
3. Tmcruryuiitamii peo3urapiit XHY. URL : https://elar.khmnu.edu.ua


https://elar.khmnu.edu.ua/

3axuct indopmanii B inpopmaniliHo-koMyHIKamiifHUX cHcTeMax

Tun JUCHUILTIHA OO00B’s13K0Ba

OcBiTHiii piBeHb [Mepunii (GakanaBpCbKHiA)
MoBa BUKJIaJaHHSA VYkpaiHncbka

Cemectp Tperiii-r’ sTuit

Kpenntu €EKTC 15

®opMu HABYAHHS, JJIA SIKMX BHKJIAJA€ThCS TUCHUILTIHA Jlenna

Pe3yabratn HaBuyaHHs. [licnst BUBYCHHS AMCIMIUIIHU CTYJICHT MOBMHEH: 3HATH NMPUHOWNM NMOOYNOBH Ta (PyHKIIOHYBAHHS
iHpOpManifHO-KOMYHIKAIlIHHAX CHCTEM, METO/IN OpraHi3amii 3aXUCTy JaHWX Ha PiBHAX MEPEKEBHUX IMPOTOKOIIB, 00Ia HAHHS
Ta CEepBiCiB; 3aCTOCOBYBATH 3HAHHS 1 HABMYKH 3 MIPOCKTYBaHHs, HAJAIITYBaHHs Ta aJMIHICTPYBaHHS MEpeX i3 3a0e3MeUeHHsIM
Oesrnexu nepenaBanHs iHQOPMALiT; JisITH Ha OCHOBI TEXHIYHMX BUMOT i CTaHAAPTIB iH(OpMaIiifHOT Oe3MeKH Mmijx yac peasizanii
CUCTEM BHSBJIICHHS BTOPIHEHb, KOHTPONIO JOCTymy Ta ¢inbTpauii Tpadiky; opraHi3oByBaTH NpOLECH MOHITOPUHTY Ta
yIpaBiiHHS Oe3neyHNM (PyHKIIOHYBaHHSIM MEpEeXeBOi iHPPACTPYKTYpH; BIPOBAIKYBaTH METOAW aHaii3y, Kiacudikamii Ta
pearyBaHHSI Ha aHOMaJIbHy MEPEKeBY aKTHBHICTbh; BOJIOJIITH 3HAHHSIMHU CYy4acHHX 3aco0iB 3aXUCTy, N(PyBaHHS, CerMeHTallii
Tpadixy, BUABICHHS Ta YCYHEHHS BPa3lHWBOCTEH; OyTH 3IaTHUM IIPOBOAWUTH TEXHIUHY OILIHKY cTaHy iH(opMariitHoi 6e3nexu
MEpeXEeBUX CHCTEM 1 NpUAMATH pIMICHHS IIOMO BiAHOBIEHHS iX NpaNe3gaTHOCTI IICHsA IHOWACHTIB; aHATi3yBaTH,
apryMeHTyBaTH, NMPUAMATH PIIICHHS MPH BHUPIMICHH! CKIAIHUX 3a/1ad 3aXHUCTY MEpeXeBoi iH(QPacTPyKTypH; 3aCTOCOBYBATH
3HaHHS CYYaCHUX METOIB 1 TEXHOJIOTi MOHITOPHHTY Ta YIPaBIiHHS iH(POPMAIiTHIMI OTOKaMH, a TaKO)K BUKOPHCTOBYBATH
TEXHIYHY TEPMIHOJOTII0 AWCIUIUIIHA aHTIIHCHKOI Ta YKPaiHCPKOIO MOBaMHU s 3a0e3rneueHHs e(eKTUBHOI mpodeciifHol
KOMYHIKaIii y cdepi iHpopmamiiiHoi Ta kKibepOe3neKu.

3micT HaBuaabHOI qucnuITiHM: KoM’ roTepHi Mepexi. Tumu Ta TomoJorii Mepexx. AmapatHe i mporpaMHe 3a0e3neueHHs.
Mogeni OSI Ta TCP/IP. MepexeBi mpoTokoiu ApoToBux i 6e3apoToBux cucteM. WLAN. 3aco0u Ta METOIM 3aXHCTY MEPEK.
Komyratopu. Mapuipytusatopu. MixmepexeBi ekpanu. Cuctemu IDS/IPS. MOHITOPUHT 1 KEepyBaHHS MEpPEKEBUMHU
npuctposimu. Texnonorii 6pannmayepa Ta ACL. AAA 1 RADIUS. VPN i IPsec. besneka loT. Konginenuiiinicts y 6€31p0oTOBUX
Mepexax. AHaii3 3arpo3 i atak. MeTo/u OI[iHKH PU3UKiB. be3neka XMapHUX i MOOITBHUX TEXHOJIOTIH. YIIpaBIiHHS JaHUMH Ta
inenTudikarieto. Bpasznuocti Wi-Fi i MOOinbHUX cHucTeM.

iHpOopMaii.

Kopexsizurn: OIIIl.11 AgminicTpyBaHHs Ta 3axucT 6a3 i cxosumn] ganux; OIII1.12 TexHomorii BUABICHHS BPa3IUBOCTEH Ta
BropraeHb; OIIIl.14 KommtekcHi cuctemu 3axucty iHdopmarii; OIIIL.15 Bupobrmua mpakrtuka 1; OIIIl.16 BupoOnmda
MpaKTUKa 2.

3ansiaHoBaHAa HaBYAJIbHA JMisUIbHiCTH: MiHIMaIbHUN OOCST HaBUAJIBHHMX 3aHATH B omHOoMy KpeauTi €EKTC HaBuambHOI
JUCUUILTIHY JJ1s1 TiepInoro (0akanaBpchKOro) piBHS BHIOT OCBITH 32 JICHHOIO (hopMOIo 3100y TTs OCBITH cTaHOBUTH 10 roanH Ha
1 xpeautr €KTC..

®opmu (MeTOaU) HABYAHHS: JIeKii (3 BUKOPUCTAHHSM CIOBECHHX, HAOYHMX, IHTEPAaKTHBHUX Ta MPOOJIEMHHUX METOMIB);
J1a00paTOpHi poOOTH (3 BUKOPUCTAHHSIM MPAKTUYHUX Ta YaCTKOBO-IIONITYKOBHUX METO/IIB); CAMOCTilHA po00Ta (3 BUKOPUCTAHHIM
MOSICHIOBAJIbHO-LTFOCTPATUBHHUX Ta YaCTKOBO-MOIIYKOBUX METOIIB).

@opMu OUIHIOBAHHSI Pe3yJbTATIiB HABYAHHA: OIIHIOBAHHSA pPE3YJbTATIB 3aXHCTy JabOpaTOpHUX pOOIT;, OIIHIOBaHHS
pe3yJIbTaTiB 3aXHCTy KYypPCOBOTO HPOEKTY; TECTYBaHHS; OLIHIOBAHHS DE3yJbTaTiB ITJCYMKOBOI'O CEMECTPOBOTO KOHTDPOIIO
(icrmr).

Bua cemecTpoBOTo KOHTPOJIIO: KypCOBHHU MPOEKT 4 ceMecTp, ICIUT 3-5 CeMECTpH.

HapuaJubHi pecypeu:

1. Komm’rotepri Mepexi : HaBd. moci0. [Exexrponnmii pecype] / A. B. Uenmrora, A. A. €dimenko, K. C. Pynakos, A. O.
Jlapnancekuii, €. B. Jlancbkux, E. B. ®aype ; M-Bo ocBity i Hayku Ykpainu, Yepkac. Jep. TeXHON. yH-T, JlepikaBHuii
yHiBepcuteT «Kutomupcbka mnositextikay. — XXutomup : JlepxaBuuii yHiBepeureT «KutomMupebka nojitexHika», 2025. — 386
c.

2. Kowmm’rorepHi mepexi: [Kuura 1. Texnouorii koM’ oTepHux Mepex| : HapuanbHuii nociouuk / C. I1. €scees, H. B. JlxeHIok,
M. 1O. TonkavoB Ta iH. — XapkiB, — JIbBiB : «HoBuii Cit — 2000», 2025. — 471c.

3. KommiekcHa Oe3neka iH(GOpMaIiHHUX MEPEKEeBUX CHUCTEM: HaBUAIBHHWN MOCIOHMK ISl CTYAEHTIB crielianbHOCTI 174
«ABTOMaTH3alis, KOMII IOTEPHO-IHTETPOBaHI TEXHOJIOTIi Ta podoToTexHikay / Yinanadi: A.I. Mukntummz, M.M. MuTHuK,
O.C. T'onorenko, B.B. Kapramos. — Tepromnins : ®OII [Mansauis B.A., 2023. — 324 c.

4. OcHoBu kibepOesnexu: besneka 6e3npoToBux Ta MoOinbHUX TexHousoriit / IBanenko O.I1., KoBanenko M.C. — Kuis:
HanionaneHuii TexHiuHM yHIBepcuTeT YKpainu, 2022. — 240 c.

5. MobinbHi Mepexi Ta O6e3apoToBi KomyHikauii: Teopist Ta npaktuka 3axucry / [lerpoB B.JI., 'onuapenko T.M. — Xapkis:
XapKiBCHKHUH HAIlOHAIFHUH yHIBEPCHUTET panioenekTponiku, 2023. — 210 c.

6. OcHoBH 3axHcTy JaHuX y 0e3apoToBux Mepexax / Ko3mos A.Il., Tkauenko O.B. — JIninpo: JIHIMPOBCHKUIT HaIliOHATBHUI
yHiBepcuret imeni Onecst ['onuapa, 2022. — 200 c.

7. 3axuct indopmariii B mepexxax Wi-Fi: cydacHi metonu Ta 3acobu / Muxaiinenko B.C., 3ybapes 1.B. — Kui: KuiBchkuit
MOJITeXHIYHUH iHCTHTYT, 2022. — 220 c.

8. MonynbHe cepenoBuiie st HaBuaHHs. Jloctym 10 pecypcey: https://msn.khmnu.edu.ua/course/view.php?id=5910

9. EnexrponHna 6i6miorexa XHY. Hoctyn no pecypey: http://library.khmnu.edu.ua/

Bukaagaui: kana. Texs. Hayk, gon. Kieor FO.IT., n-p ¢inocodii, ct. Buxi. Cremrox M.B.



